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[12716] - Multiple vulnerabilities in PHP 475

Hardened-PHP Project www. hardened-php.net -= Security Adwisory
=- Advisory: Multiple wulnerabilities within PHP 4/5 Release Date:;
2004,.,

[12f16] - Linux kernel IGMP vulnerabilities

Synopsis: Linux kernel IGMP wulnerabilities Product: Linux kernel
Version: from 24,22 to Z.4.28, 26 up to and including 2.6.9
f-.-'enu:h:ur: http: Afwww kernelorgd URL:  httpiffisec.plfvulnerabilitiess
ise...

[12f16] - Linux kernel scm_send local DoSs

Synopsis: Linux kernel scrm_send local DoS Praduct: Linux kernel
Version: 2.4 up to and including 2.4.28, 2.6 up to and including 2.6.9
Yendor: http:/fwww kernel.org/ URL: hitp:/fisec.pl/vulnerabiliti...

More advisories...

Z Tegal advisors

9 aoperators

4 super operators

12 admins

9 super admins

5093 mail subscribers
G300 early warning
subscribers

756765 digital attacks
16451 forum rmessages
3916 downloadable files
1069 attacks on hold
249 users on-line

LAST MEWS FROM Z0OME-H

[12f09] - Mew Zone-H IRC channel for english speaking
Users

Zone-H has now opened an IRC channel for the english users, you
are welcome to come chat with us ati Servers: 1. irc.shk-
security. et 6667 2, shlk.shellux.net: 7007 (For 55..,

[12f08] - Defacement publishment + S¥yS564738's commment

To: Defacers Zone-h prowvides an outlet for the commuonity to
express themselves, Much like a skatepark provides an outlet to the
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Z0ME-H TODAYS
YERIFIED ATTACKS

21 single IP
240 mass defacements

Linux (96.6%)

Wwin 2000 (2.3%)
Win 2003 (0.8%)
Win NTx (0.4%)

QUICKPOLL

wiould vou prefer Zone-H
with the screen resolution
set to!




e 2002 10 8 Sendmall
— sendmail 8.12.6

e 2002 8 2 OpenSSH
— CERT® Advisory CA-2002-24 Trojan Horse OpenSSH Distribution

e 2002 11 13 tcpdump/ libpcap

— CERT® Advisory CA-2002-30 Trojan Horse tcpdump and libpcap
Distributions
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CVS

« 2003/1/20

— CVS contain a flaw that can be used by a remote attacker to execute arbitrary code on
the server.

— 2004-04-14: Stable CVS Version 1.11.15 Released! (security update)
— Full-Disclosure] Advisory 07/2004: CVS remote vulnerability
* http://www.st.ryukoku.ac.jp/~kjm/security/ml-archive/full-disclosure/2004.05/msg01005.html

. 2004 5 27 More CVS woes

— cvshome.org <-- PLAY "FIND THE SUCKIT" www.cvshome.org
(rootkit ) : Handler's Diary May 27th
2004 (SANS ISC)

. CVS
5 24 cvshome.org
5 24
5 27 namazu
5 28 Ruby
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e 2003 11 20 GNU/Debian Linux
- Linux GNU/Debian Linux

e 2004 1 SouceForge.jp
— SourceForge.jp

e 2004 3 23 GNOME
— Linux GNOME www.gnome.org

http://mail.gnome.org/archives/gnome-announce-list/2004-March/msg00114.html

e 2004 4 10 MySQL
_ MySQL
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Yahoo DDoS
NIX )

DDoS 2000 2 Yahoo Yahoo
DDoS
1.5Gbps
DDoS
DDoS Smurf
ICMP

(255.255.255.255) ICMP

150Mbps
ICMP ECHO REQUEST , ECHO REPLY
1.5Gbps 150Mbps
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l
— TOP10(SANS)

U1 BIND Domain Name System

U2 Web Server

o U3 Authentication

e U4 Version Control Systems

U5 Mall Transport Service

« U6 Simple Network Management Protocol (SNMP)
U7 Open Secure Sockets Layer (SSL)

« U8 Misconfiguration of Enterprise Services NIS/NFS
e U9 Databases

« U10 Kernel
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« U1 BIND Domain Name System

CVE-1999-0009, CVE-1999-0024, CVE-1999-0184, CVE-1999-0833, CVE-1999-0837,
CVE-1999-0835, CVE-1999-0848, CVE-1999-0849, CVE-1999-0851, CVE-2000-0887,
CVE-2000-0888, CVE-2001-0010, CVE-2001-0011, CVE-2001-0012, CVE-2001-0013,
CAN-2002-0029, CAN-2002-0400, CAN-2002-0651, CAN-2002-0684, CAN-2002-
1219, CAN-2002-1220, CAN-2002-1221, CAN-2003-0914

BIND

Cache poisoning via negative responses:
* http://www.kb.cert.org/vuls/id/734644

For the Denial of Service Vulnerability in ISC BIND 9:

» http//www.cert.org/advisories/CA-2002-15.html

For the Denial of Service Vulnerability in ISC BIND 8:

* http:/www.isc.org/products/BIND/bind-security.html

Running the BIND9 DNS Server securely

Hardening the BIND v8 DNS Server

Securing an Internet Name Server
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- Uz 1/2

—..

Web Server

« U2 Web Server Apache

 CVE-1999-0021, CVE-1999-0066, CVE-1999-0067, CVE-1999-0070, CVE-1999-
0146, CVE-1999-0172, CVE-1999-0174, CVE-1999-0237, CVE-1999-0260, CVE-
1999-0262, CVE-1999-0264, CVE-1999-0266, CAN-1999-0509, CVE-2000-0010,
CVE-2000-0208, CVE-2000-0287, CAN-2000-0832, CVE-2000-0941, CVE-2002-
0061, CVE-2002-0082, CVE-2002-0392, CAN-2002-0513, CAN-2002-0655, CAN-
2002-0656, CAN-2002-0657, CAN-2002-0682, CAN-2003-0132, CAN-2003-0189,
CAN-2003-0192, CAN-2003-0254, CAN-2004-0488, CAN-2004-0492

iIPlanet/Sun Java System Web Server

« CVE-2000-1077, CAN-2001-0419, CAN-2001-0746, CAN-2001-0747, CAN-2002-
0686, CVE-2002-0845, CAN-2002-1315, CAN-2002-1316

OpenSSL

* CAN-2003-0543, CAN-2003-0544, CAN-2003-0545
PHP

« CVE-2002-0081, CAN-2003-0097, CAN-2004-0594

Other
e CAN-2004-0529, CAN-2004-0734

Free: Nessus, SARA Free Utilites(eEye)
Products: Internet Scanner (ISS), Comercial Scanner(eEye)
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* Cgi php mod_ssl, mod_proxy
cgi-bin:
PHP HTTP

» Securing PHP: Step-by-step

Apache mod_security
» Cross Site Scripting(XSS), SQL Injection

XSS, SQL Injection
* Nokto

httpd chroot
httpd

. mod_info
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U31/3

 U3. Authentication

— (Default Password

— Shadow Password
» /etc/shadow root

— NIS

— telnet, FTP...)
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* Npasswd PAM

— Crack, John the Ripper
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— telnet, FTP, HTTP, Berkeley r

— ssh(ssh, sftp, scp), SSL

. root

. root
root

sudo

su/sudo
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U4

U4 Version Control Systems(CVS, Subversion)

 CAN-2004-0396, CAN-2004-0414, CAN-2004-0416, CAN-2004-0417, CAN-2004-
0418, CAN-2004-0397, CAN-2004-0413

— pserver(2041/tcp), svn(3690/tcp)
(cvs ver
» CVS stable release version 1.11.16
e CVS feature release version1.12.8
e Subversion 1.05

— 2041/tcp, 3690/tcp

(@ INTERNET |SECURITY SYSTEMS®
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e U5 Mail Transport Agent

. MTA

Internet Scanner
Nesuss, SARA

- MTA
- MTA
- chroot

(@ INTERNET SECURITY SYSTEMS®
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P J 6

« U6 Slmple Network Management Protocol (SNMP)

CVE-1999-0294, CVE-1999-0472, CVE-1999-0815, CVE-1999-1335, CVE-2000-0221, CVE-2000-0379, CVE-2000-0515,
CVE-2000-1058, CVE-2001-0236, CVE-2001-0487, CVE-2001-0514, CVE-2001-0564, CVE-2001-0888, CVE-2002-0017,
CVE-2002-0069, CVE-2002-0302, CAN-1999-0186, CAN-1999-0254, CAN-1999-0499, CAN-1999-0516, CAN-1999-0517,
CAN-1999-0615, CAN-1999-0792, CAN-1999-1042, CAN-1999-1126, CAN-1999-1245, CAN-1999-1460, CAN-1999-1513,
CAN-2000-0147, CAN-2000-0885, CAN-2000-0955, CAN-2000-1157, CAN-2000-1192, CAN-2001-0046, CAN-2001-0352,
CAN-2001-0380, CAN-2001-0470, CAN-2001-0552, CAN-2001-0566, CAN-2001-0711, CAN-2001-0840, CAN-2001-1210,
CAN-2001-1220, CAN-2001-1221, CAN-2001-1262, CAN-2002-0012, CAN-2002-0013, CAN-2002-0053, CAN-2002-0109,
CAN-2002-0305, CAN-2002-0478, CAN-2002-0540, CAN-2002-0812, CAN-2002-1048, CAN-2002-1170, CAN-2002-1408,
CAN-2002-1426, CAN-2002-1448, CAN-2002-1555, CAN-2003-0137, CAN-2003-0935, CAN-2003-1002, CAN-2004-0311,
CAN-2004-0312, CAN-2004-0576, CAN-2004-0616, CAN-2004-0635, CAN-2004-0714

—  Using SNMP for Reconnaissance

* Internet Scanner, SNMPing, SNScan, Nesus

— SNMP
— SNMPvV3

— SNMP
—  TCP-Wrapper/Xinetd

- MIB

(@ INTERNET |SECURITY SYSTEMS®
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U7
Open Secure Sockets Layer(SSL)

« U7 Simple Network Management Protocol (SNMP)

— CVE-1999-0428, CVE-2001-1141, CAN-2000-0535, CAN-2002-0655, CAN-2002-0656, CAN-2002-
0557, CAN-2002-0659, CAN-2003-0078, CAN-2003-0131, CAN-2003-0147, CAN-2003-0543, CAN-
2003-0544, CAN-2003-0545, CAN-2003-0851, CAN-2004-0079, CAN-2004-0081, CAN-2004-0112,

» CAN-2002-0655, CAN-2002-0656, CAN-2002-0557, CAN-2002-0659 and CAN-2003-0545.

« 0.9.7C 0.9.6l

* A ache CUPS Curl, OpenLDAP, Stunnel, Sendmail

— OpenSSL
* ipfillter/netfilter, FW
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l
e U 8 (NIS/NFS) 1/3

Misconfiguration Enterprise Services

e U8 Misconfiguration of Enterprise Services NIS/NFS

* NFS
» CVE-1999-0002, CVE-1999-0166, CVE-1999-0167, CVE-1999-0170, CVE-1999-0211, CVE-1999-0832, CVE-
1999-1021, CVE-2000-0344, CVE-2002-0830
»  CAN-1999-0165, CAN-1999-0169, CAN-2000-0800, CAN-2002-0830, CAN-2002-1228, CAN-2003-0252, CAN-
2003-0379, CAN-2003-0576, CAN-2003-0680, CAN-2003-0683, CAN-2003-0976, CAN-2004-0154

+ CVE-1999-0008, CVE-1999-0208, CVE-1999-0245, CVE-2000-1040
* CAN-1999-0795, CAN-2002-1232, CAN-2003-0176, CAN-2003-0251

— rpc.mountd —version, ypserv --version

* NIS map root

. DES Blowfish/MD5
— NFS

» /etc/exports host, netgroup, permission

e showmount —e SERVER_IP export

(@ INTERNET |SECURITY SYSTEMS®
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_— U 8 (NISINFS) 2/3
I\/IiscOn?lgu""r‘ation Enterprise Services

— NIS
. BIND NIS
« DBM YP_SECURE
— makedbm s
/varlyp/securenets
— ypserv, ypxfrd
* NIS +:*:0:0:::
e SSH NIS
— Secure NFS and NIS via SSH Tunnel
— NFS
» /etc/exports Alias IP FQDN
o Jetc/exports NFS
— NFS secure
— NFS Export
» /home 10.20.1.25(ro0)
- NFS root_squash
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_— U 8 (NIS/INFS) 3/3
I\/IiscOn?lgu""r‘ation Enterprise Services

— NFS
. Export “all_squash”
* NFSBug
— .http://ftp.cerias.purdue.edu/pub/tools/unix/sysutils/nfsbug/
* Port Monitoring Solaris)
— Jletc/systems  set nfssrv:nfs_portmon =1
— NIS/NFS

e CERT UNIX Security Checklist

* NFS/NIS NFS/NIS

(@ INTERNET |SECURITY SYSTEMS®
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=-\ Uug 1/2

« U9 Mail Transport Agent

— Oracle:
e CVE-2002-0567, CVE-2002-0571

* CAN-1999-0652, CAN-1999-1256, CAN-2002-0858, CAN-2002-1264, CAN-2003-0095, CAN-
2003-0096, CAN-2003-0222, CAN-2003-0634, CAN-2003-0727, CAN-2003-0894

— MySQL:
 CVE-1999-1188, CVE-2000-0045, CVE-2000-0148, CVE-2000-0981, CVE-2001-0407

* CAN-1999-0652, CAN-2001-1274, CAN-2001-1275, CAN-2002-0229, CAN-2002-0969, CAN-
2002-1373, CAN-2002-1374, CAN-2002-1375, CAN-2002-1376, CAN-2003-0073, CAN-2003-
0150, CAN-2003-0515, CAN-2003-0780, CAN-2004-0381, CAN-2004-0388, CAN-2004-0627,
CAN-2004-0628

— PostgreSQL.:
 CVE-2002-0802

* CAN-1999-0862, CAN-2000-1199, CAN-2001-1379, CAN-2002-0972, CAN-2002-1397, CAN-
2002-1398, CAN-2002-1399, CAN-2002-1400, CAN-2002-1401, CAN-2002-1402, CAN-2003-
0040, CAN-2003-0500, CAN-2003-0515, CAN-2003-0901, CAN-2004-0366, CAN-2004-0547

* MySQL Network Scanner

* Nessus

* Foundstone, Quelys, eEyE Retina

» APPSecInc, ISS Database Scanner

(@ INTERNET | SECURITY | SYSTEMS® 23



* Oracle
« MySQL
* PostgreSQL

— Oracle (http://otn.oracle.com/deploy/security/index.html)
— MySQL (http://dev.mysqgl.com/doc/mysql/en/Security.html)
— PostgreSQL (
— Oracle

»

»

»

(@ INTERNET |SECURITY SYSTEMS®
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U1l0 1/3

e U10 kernel

CVE-1999-0295, CVE-1999-0367, CVE-1999-0482, CVE-1999-0727, CVE-1999-0804, CVE-1999-

1214, CVE-1999-1339, CVE-1999-1341, CVE-2000-0274, CVE-2000-0375, CVE-2000-0456, CVE-
2000-0506, CVE-2000-0867, CVE-2001-0062, CVE-2001-0268, CVE-2001-0316, CVE-2001-0317,

CVE-2001-0859, CVE-2001-0993, CVE-2001-1166, CVE-2002-0046, CVE-2002-0766, CVE-2002-

0831

CAN-1999-1166, CAN-2000-0227, CAN-2001-0907, CAN-2001-0914, CAN-2001-1133, CAN-2001-
1181, CAN-2002-0279, CAN-2002-0973, CAN-2003-0127, CAN-2003-0247, CAN-2003-0248, CAN-
2003-0418, CAN-2003-0465, CAN-2003-0955, CAN-2003-0984, CAN-2004-0003, CAN-2004-0010,
CAN-2004-0177, CAN-2004-0482, CAN-2004-0495, CAN-2004-0496, CAN-2004-0497, CAN-2004-
0554, CAN-2004-0602

e Internet Scanner, Nesuss
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U 10 2/3

» Solaris Tunable Parameters Reference Manual (Solaris 8)

» Solaris Tunable Parameters Reference Manual (Solaris 9)

e Solaris Operating Environment Network Settings for Security

» Solaris Kernel Tuning for Security or

* Linux Kernel Hardening

e The Linux Kernel Archives

e Linux Kernel Hardening

* AIX Kernel Tuning

(@ INTERNET |SECURITY SYSTEMS®
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e HP-UX Kernel Tuning and Performance Guide

» FreeBSD Handbook (contains information on kernel tuning):

* OpenBSD:

— http://mww.openbsd.org/docum.html (for more info)

* NetBSD Tuning, Kernel Tuning

(@ INTERNET |SECURITY SYSTEMS®
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. PDC Administrator

. root = root, Administrator = Administrator
. TELNET

e HSRP
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—IP

Public
e OS
Resource Role
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— Default Accept

— SMB(NetBIOS), SQL, TFTP

»

— MS Blast Nimda

« DMZ
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. Windows

— Rlogin .rhost
e Jetc/rhosts  ‘+
e ~/.rhost
. letc
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. Windows Update
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°
. OS
°

— DDoS
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Web Mall
IPv6
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° XXX = XXX

. SQL
— SQL I=
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DMz

www nsi ns2
Internet-entrance  ~ Nmmk = lembk o
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SCO = .. - 2 T .
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DMZ 21

. DMZ DMZ
FW

FwW

Internet-entrance
210.XXX.XXX.222 B E E
Cisco e . e . e . Internet (A)
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PDC SQL
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. DMZ

(@ INTERNET 'S
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System Scanner

(Web)

O High
—J B Med
O Low

0 10000 20000

30000 40000

System Scanner

(FW)

FW-AA
FW-AB
@ High
FW-BA B Med
O Low
FW-BC
0 5000 10000 15000 20000

(@ INTERNET |SECURITY SYSTEMS®

45



(@ INTERNET SECURITY SYSTEMS®

© 2004 Internet Security Systems K.K. All rights reserved.

46



. UNIX
— Zone-H 99% UNIX

» Database, Web Application

. PC)
— UNIX PC Windows
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