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Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc. Here is a complete list of encrypted files, and you can personaly verify
this.

Encryption was produced using 2 unique public key RSA-2048 generated for this
computer. To decrypt files yvou need to obtzin the private key.

The single copy of the private key, which will allow vou to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
specified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 300 USD / 300 EUR | similzr amount in another currency.

Click «Mext» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate
Private key will be destroyed on destruction of the private key by server.
10/12/2013
3:15 AM

Time left
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R Police Central e-crime Unit

To unlock your computer and to avoid other legal you are obli d to pay a release fee of 100 GBP,

All activity of this computer has been recorded 1 9
If you use a webcam , videos and pictures were saved for identification = <

-,

Videc-racording: ON

-
You can be clearly identified by resolving your IP address and the associated hostname ‘ mkas”

Your IP Adress: 103.5.6.195
Your Hostname: PH-02019.dlsc-ms.org
Location: Philippines , Gulbarga

rom |

Where can I buy Ukash

Exchange your cash for a Ukash voucher and
use your voucher code in form below.

Your Computer has been locked!

Code:

ra

The work of your computer has been suspended on the grounds of unauthorized 1

3| 4567|820
cyberactivity. - =

Described below are possible violations, you have made:

Article 274 — Copyright

& fine or imprisonment for the term of up to 4 years {The use or sharing of copyrighted files
— mavies, software)

Article 183 — Pornography

& fine or imprisonment for the term of up to 2 years {The use or distribution of a f U
pornographfc files) a sa er a (

Where can I buy

i Paysafecard
Article 184 — Pornography involving children (under 18 yi Jb
Imprisonment for the term of up to 15 years (The use or dlstn ution of pornographic files)
Article 104 — Promoting Terrorism 2 "
Imprisenment for the term of up to 25 years [¥ou have visited websites of terrorist EKChange your cash fm_a Paysafeca'd voucher and
organizations) use your voucher code in form below. PayPoint

Article 297 — Neglact comp use, iling serious ¢ e
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1 ADW_INSTALLCORE 314,000
2 ADW_OPENCANDY /74,000
3 ADW_SENSAVE 49,000
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