Ll
I-l'l

2014 0Droutesec

Internet Multifeed / JPNAP
Tomoya Yoshida

<yoshida@mfeed.ad.jp>

T}

PR

]



N
ANE
 routsecE fRE O]
- RPKIES[E]

- B¥ < 512KfalRE

1111111111



S —

A2
=

. routsec[EERE)a]

- RPKIEf[A]
¢ $:RI:< 512Kﬁzﬁi§_~

1111111111



e —

VideoBoEFEE (C K DISPET (T

- NetflixB#tHY 1 b TH—EXIBHETDISPED
VideofREEMmE =

- GooglelC KByoutube X kL —=> 7 BB DHFRITY —
L2 U— X (2014£55H)

2014/11/19



ETFLIXIC K3 ISP Speed Index

GLOBAL AVERAGES GRAPH

NOVEMBER 2012 - OCTOBER 2014

SELECT DATES

START DATE END DATE
Nov v|2012 + Nov v 2014 v AL

AVERAGES & ‘e g0
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®

-- - L -

http://ispspeedindex.netflix.com/
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FLIX USA ISP Speed Index

USA ISP SPEED INDEX SELECT COUNTRY -

OCTOBER 2014 @ LISTVIEW @ GRAPHVIEW
= e @

® VERIZON - FIOS

@ CABLEVISION - OPTIMUM
@ BRIGHT HOUSE

@ cox

@ CHARTER

@ cowmcAsT

@ SUDDENLINK

@ TIME WARNER CABLE
@ MEDIACOM
@ AT&T - U-VERSE

&2 FRONTIER
&2 WINDSTREAM
&P CENTURYLINK
&P AT&T -DSL

&2 VERIZON - DSL

@ CLEARWIRE

http://ispspeedindex.netflix.com/
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CANADA ISP SPEED INDEX
APRIL 2014

Rogers Hi-Speed in Waterloo, ON  change Location

VIDEQ CONSUMPTION AND STREAMING QUALITY
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% change in Netflix download speed since Jan. 2013, by L.S.P.

+45%

' Comcast +24%
*Google Fiber +19%

. AT&T UVerse -5%

i Verizon FIOS -6%

SOURCE: Netflix
GRAPHIC: The Washington Post. Published April 24, 2014

http://blog.streamingmedia.com/2014/06/netflix-isp-newdata.html
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Syria, Venezuela, Ukraine + v k[

National Internet Diversity at the International Frontier - February 2014
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Syria, Venezuela, Ukraine + v k[

National Internet Diversity at the International Frontier - February 2014
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= BGP#REE/ \1 =+ v I TBitcoin(8/5 RIL)Z#H <
http://www.secureworks.com/cyber-threat-intelligence/threats/bgp-hijacking-for-cryptocurrency-profit/
http://www.bgpmon.net/the-canadian-bitcoin-hijack/

o BGP#EES/ \A v v D% fE> JZSPAM

http://www.symantec.com/threatreport/topic.jsp?id=spam_fraud_activity_trends&aid=future_spam_trends
https://www.usenix.org/conference/lisa-07/homeless-vikings-bgp-prefix-hijacking-and-spam-wars

[") BGP Hijacking for Cryp

«-=>C

. SecureWorks

BGP Hijacking for Cryptecurrency Profit

» Author: Pat Litke and Joe Stewart, Dell SecureWorks Counter Threat Unit

» Date: 7 August 2014

» URL: http://www.secureworks.com/cyber-threat-|
hijacking-for ocur rofit/

CTU Research Team

[threats/bgp-

Overview

The Dell SecureWorks Counter Threat Unit™ (CTU) research team discovered an
unknown entity repeatedly hijacking traffic destined for certain networks belonging to
Amazon, Digital Ocean, OVH, and other large hosting companies between February and
May 2014. In total, CTU researchers documented 51 compromised networks from 19
different Internet service providers (ISPs). The hijacker redirected cryptocurrency
miners' connections to a hijacker-contralled mining poel and collected the miners' prafit,
earning an estimated £83,000 in slightly more than four months.

Research Blog
Security Tools
Threat Analyses

Advanced Threat Resource
Center

Advanced Persistent Threats|

Advanced Threat Services

g fundamentals

(also known as the block chain). When a transaction is initiated, it is placed in a queue
where it is prioritized based on the date and time of submission, and the size of the
affixed transaction "fee.” Working from the top of the queue, miners cryptographically
attempt to "find a block,” which entails crunching numbers to satisfy a particular formula
while simultansously agreeing s network that the calculated results are valid. Mining is

4

[ www.secureworks.com/cyber-threat-intelligence/threats/bgp-hijacking-for-cryptocurren & | =

Select Location/Country ¥ | Blog | Careers | Contact Us | Clie

Search Dell SecureWorks

Home  Managed Security  Consulting  Intelligence Incident Response ~ Compliance  Resources
Intelligence Home > [ntelligence > Threat Analyses > BGP Hijacking for Cryptocurrency Profit

In cryptocurrency, "mining” is the act of validating transactions listed in the public ledger

Company
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(877) 838-7¢
UK +44 131 261
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= Print this Page
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¥ Future Spam Trends

<« ¢ | [} www.symantec.com/threatreport/topic.jsp?id=spam_fraud_activity_trends&aid=future_c f | =
\
‘/Symantec_ Confidence in a connected world United States "' w7 Soppng @ | [ S

NORTON  SMALL BUSINESS =lij=si szl PARTNERS STORE ABOUT SYMANTEC

Ovenview Resources

Solutions | Products | Services | Ti Community | Store

ing | Support

Enterprise > Security Response ity Trends

Spam and Fraud Activity Trends

Intenet Security Threat Report

fiew the Report

Spam and Fraud Activity

Home ' and Company Si am Boinet Analysis - A St
it Your Report . Spam Ta m Future Spam Trends: BGP Hijac
Analysis of Phishing Activity by Geography, Industry Sector and Company Size
\iew the Report .
Highignts Future Spam Trends: BGP Hijacking
S Case Study - Beware of “Fly-by Spammers”
Main Report

Background
Routing between Autonomous Systems (AS) is achieved using the Border Gateway Protocol (BGP), which allows ASes tc
advertise to offers the addresses of their network and receive the routes to reach the other ASes (figure €.17, below).

Threat Activity Trends
Vuinerabilty Trends
Each AS implicilly trusts the peer ASes it exchanges routing information with. BGP hijacking is an attack against the routir
protocol that consisis in taking control in blocks of [P addresses owned by a given organization without their authorizatior
enables e attackerto perform other malicious activities (¢ g., spamming, phishing, malware hosting) using hijacked IP
addresses belonging to somebody else

Malcious Code Trends

Spam and Fraud Activity
Trends

Americas (WS} Some articles have recenty reported on the emerging phenomenon where spammers hijack unused networks and use 1
Europe, the Middle East and send spam from clean, non-blackiisted IP addresses. This phenomenon has been referred to as fy-by spammers.
Africa (EMEA)

Best Practices Methodology
In order to study this phenomenan, a tool monitoring the routes towards spamming hosts based on raceroute has been
Inteligence Quarterty ’ developed by Symantec to determine whether spammers actually manipulate the Internet routing to launch spam campai
Spetiel Report v BGP routing data about monitared spamming networks is also collected to study the routing behavior of spammers.
srchive , -
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TBitcoin~ - 7 — &Bitcoin T —)LORIDBE{EHR44 BI(C
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SPAMMDEEHI(1)

SANOG(South Asian Network Operators Group)dML.:

"Prefix hijacking, how to prevent and fix currently”
https://lists.sanog.org/pipermail/sanog/2014-August/thread.html

RIPELU —=3 > DASICULN DHODPrefix iMEIE/ \ 1 v v
1. SPAMICHIFAESNTLZIRER, spamcophHB K=
DFE URLVIRR MOERE SN 7 S — LAhVERIEERR. S

2014/11/19
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SPAMMDEEHI(2)

2014428, HHIPNAPDDTT A > N/24) T42H) \A
S w O ESIZSPAM %, 1@ ZDASICRSNELE

BFR5U(IST) spamcoph D7 S5 — b XA—=Jb

2/1 1 23:47 %%E%E'??_Cﬁ‘?tﬂ%} \’(5'\7 Sy, O%E*ﬁﬂ] ([;E?rr\awcctc.)[’)\k(jzdlgv.vlnogsiéﬁ%i.d:6074690948]A sweet deal! Moto X. No
(218.100.45.0/24)

[ SpamCop V4.8.1.007 ]
This message is brief for your comfort. Please use links below for details.

2/12 13:22 SPAMi%{=
(218.100.45.34, JPNAPKZIHIP)

Email from 218.100.45.34 / Tue, 11 Feb 2014 22:27:49 -0600

2/ 1 2 1 3 : 27 Spamcopb“SPAM*ﬁH:'l gtszﬁ:z/ém;vg.gzz?cop.net/w3m?i=2607469094824d537a65b10c840416
2/12 14 . 40 %%E%E??_C%:%E%/ \/I’:/V % 0@12@%” [ Offending message ]
Return-path: <Motorola@wappextil.com>
2/ 12 PM Spamcopb\BGD)( —) [/(:;—T_\‘j%j\j},—s Received: from wappextil.com ([unknown] [218.100.45.34])
=> SPAMX—) LA Q@MX L— '\ by vms172083.mailsrvcs.net
(a"@'_C (L__Z?T:E-El-?o (Sun Java(tm) System Messaging Server 7u2-7.02 32bit (built Apr 16 2009))

with ESMTP id <ONOV004K08E3TI20@vms172083.mailsrvcs.net> for
x; Tue, 11 Feb 2014 22:27:49 -0600 (CST)

—_ oy Received: by wappextil.com id hvbsaalhvj41 for <x>; Tue,
**IJ}EH I P%H#%E (L_1§ j 11 Feb 2014 23:22:31 -0500 (envelope-from <Motorola@wappextil.com>)
A N o \' . 9.
%Hfﬁ%kﬂ’g Td\éEl‘g E& @%73_73\ gﬁ L) Date: Wed, 12 Feb 2014 04:22:30 +0000

From: "Motorola 7214186" <possible@wappextil.com>

Subject: A sweet deal! Moto X. No contract. No down payment. No hassles.
-- BUF. spamX—)LOREFRAT --

2014/11/19




Report Spam || Filtered Email | | Bocking List | [ Statistics || Login

SpamCop v 4.8.1,007 @ 2014 Cisco Systems, Inc. All rights reserved,

Here is your TRACKING URL - it may be saved for future reference:

http://www, spamcop. net/sc?id=z57 2962151420 33F7ded 6df9 1c29bfY908db8e0d51 3z
Skip to Reports

gl AN may |y

Return-path: <Motorola@wappextil.com>
Received: from wappextil.com ([unknown]
by vms172083.mailsrves.net

(Sun Java(tm) System Messaging Server 7u2-7.02 32bit (built Apr 16 2009))
with ESMTP id <ONOV0O04KO0B8E3TI20@vmsl1l72083.mailsrvcs.net> for

X; Tue, 11 Feb 2014 22:27:49 -0600 (CST)

Received: by wappextil.com id hvbsaalhvij4l for <x>; Tue,
11 Feb 2014 23:22:31 -0500 (envelope-from <Motorola@wappextil.com>)
Date: Wed, 12 Feb 2014 04:22:30 +0000
From: "Motorola 7214186" <possible@wappextil.com>
Subject: A sweet deal! Moto X. No contract. No down payment. No hassles.
| X-Originating-IP: [218.100.45.34]
{ Message-id: <ONOV TI208vms172083.mailsrvcs.net>

218:100:45:34 is not an MX for vﬁsl?iﬂﬁlmallsn«:s.net
218.100.45.34 is not an MX for vmnsl72083. mailsrves.net

Tracking message source: 218.100.45.34:

Routing detalls for 218,100,45,34

[refresh/show] Cached whois for 218.100.45.34 : tech-c@mfeed.ad. jp

Using last resort contacts tech-c@mfeed. ad. jp

Sorry, this email is too old to file a spam report. You must report spam within 2 days of receipt. This mail was received on Tue, 11 Feb 2014 22:27:49 -0600

2014/11/19
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2/10 211 2/12
15:00 19:00 23:00 3:00 7:00 11:00 15:00 19:00 23:00 3200 700 11:00 15:00

1280522
1632272250724
1856.2240/22
18535244 0/24
185.36.68.07°22
185362280722
196240722
21810020524
218.10013.0/24
218100230724
103.25.220.0/24
160202400724
185.16.192.0/22
185221720722
185.33.28.0/22
185.33.72.0522
185362480722
21810050724
218100300724
36.37.39.0°24
91.183.152.0/22
91.210.64.0722
1032.11.21.07°24
103.24317.0/24
163.227.124.0/24
185.2056.0/22
18528800522
185.31.224.0/22
2181002707524
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218.100.2.0/24 Sydney IX Lan

OBIS-IX,Internet Exchange
218.100.5.0/24 Point,Okayama,Japan
218.100.13.0/24 Melbourne IX Lan
218.100.23.0/24 Dunedin Peering Exchange

OpenIXP, Internet Exchange
218.100.27.0/24 Point, Indonesia

APJII Indonesia Internet
218.100.30.0/24 eXchange

218.100.45.0/24 JPNAP Tokyo II IX

2014/11/19
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ZDftBhijackBEESEZE

- INDOSAT hijacking various prefixes

= 2014518, Googled8.8.8.8t°Akamai, Amazon2E&Z SO
2800Ff2E DPrefix%Z 383 fihijack

- Google DNS hijacking from Venezera

= 201443H. 8.8.8.8/321'AS7908KL D 23 [EILE
- IS2) 0 TOUSTDRFEC—EHENHIN, /321207z2DTIA
SEHDOIHECIEST

- HIJACKS: Detecting and Characterizing Internet Traffic
Interception based on BGP Hijacking (2014 7 A)

o )\ AV IERI AT L7ZFHFE. I CTICHFFRD3 6 HEH. 8
B3EARICEZA VIS RT LAZHFE
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2014 (FRPKI T

- 2014/10/1

« BHARERH [RPKI ROA/X\T Uw O4+ v = 1 |EEREAEC
£ OitERigtZ=IMFEIPNIC TRt
- 2HFEDOROAIBIR (1IE UL \Prefix E0riginASIE#R) ZSKER(ICEUS IS

CENNTE. ASHDBGPHFEEHITEICSER

- BGPIL—IHENMET D1 > F—FRv NRIENS 7717 A 0] &k

« RPKI(CEH§ 9 B/K—F)LTA b
- IMF -> http://www.mfeed.ad.jp/rpki/
- JPNIC -> https://www.nic.ad.jp/ja/rpki/

ROA: Route Origin Authentication

2014/11/19


https://www.nic.ad.jp/ja/rpki/

RPKIMDEH MR

- BARZSD 777K FMIETE. RPKIOE AN T —
v ) CGiig & (CEEARTZ UUVVRR

Number of ROAs = -M iNIC -A NIC -mm Bacnic  [JZRie nee
This graph shows the total number of valid ite Ori jon (ROA) obj the holders of a certificate

_+_ RIPE

¢_+_ APNIC

07-01 01-01 07-01 01-01 07-01 01-01 07-01
This graph is generated from statistics collected daily by the RIPE NCC. E i) é k, \ 5 ROAy 0)
This is a prototype service done on a best-effort basis, as explained in the RIPE Labs disclaimer. If you would like the RIPE NCC to support a particular service on a
more than best-effort basis, please let us knor . L ol = =
http://certification-stats.ripe.ne

HAXNST7 =77 1#lg € DE MIeENNE
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IMF RPKI Project Page
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i MF RPKIZO>x 7

A A= MCBITBBCGPERIEHROFIRT(Z. ASEREDS

uqf—F ¥ 740~ 3%

FatiEs _Axg_xul > BGPIERE BN . A
EZRAPESDG ST ERERLECEST. EULWLERSRY D roki project 108278
—DICEE R < 13 B OaeEn B D £ T, 20085 ICHRE L. % i

Ean ] YouTube SR SSETER o RERADL SIS, AIEDE (i)l Brpl_projec
BB Y —Fwv FECEIEL. HRBOBEECEEEHE English page has been released!
FENzEREE<HELTVET, mfeed.ad,jp/rpki/en/index.

RPKI&(Z And added sample config for alcatel.

AFFA - BERR
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ey @rpki_project
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- 2014510818 &0. BEDISPOERNSERPKIDEAZAIE TR AT D
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% @rpki_project
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s T
EvoX
2014/10/27
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IMF RPKI Project Page

L— 5%
TEDHITIE. AS65000DBGP)L—4FHROAF ¥ w2 H—/{(210.173.170.254)[CRPKI-RTRZO L TiEHE I SiohDEFN
REEEREIVLFEITY. BT BVersion2Z2OMOA TS 3 AT DN TREIL—IRA CBRVEDE <IZEL.

| Cisco 10S-XE
RPKI-RTREFLES|

1
router bgp 65888

bgp rpki server tcp 210.173.17@.254 port 323 refresh 6@
!

% _FEPSRETIE'RPKI State'hvalid =7z (' not found' MBGPIEREM# HYIL—F 57— TILICA >R F—)LENET, invalidd
BGPEREEENMLEVESETEEESCLTIEEW,

BGP Origin Validationz2EFI('invalid' s HIESHEERBBIL—F 1 2 I7—JILC1 A F—ILT 3E8)

1
router bgp 65800
address-family ipv4
bgp bestpath prefix-validate allow-invalid
exit-address-family
1
address-family ipve
bgp bestpath prefix-validate allow-invalid
exit-address-family

¥ TOAMROTF I3 ETWZWNESIroute-mapES < HEHNBDET .

RPKI-RTRtZw =3 L2V

Cisco>» show ip bgp rpki servers

2014/11/19
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JPNIC RPKI Project Page

IPNICHA >4 —Fv FOMISREE* %X 5 HOBRTY

A —wp@sh BRRYNTI—T1 S T A A3 I~
JNIIC jpan Network nformat

1Top @QBA & HAHIYS

SEBAL I A

English(ZE8) RSS

Ot Ahitas .

2014/11/19

b TR—% > L 8—Fw bOBT

Y —APKI(RPKI)

UY—ZPKI(RPKI)& [

U —ZPKI(RPKI)F. FHLAEBREOQEDEDNE DS TEERT Z/2HOPKI{Public-Key Infrastructure:
NEREE)T. PFPELASELLEDRESNEESOTEINE DN EERTES1IN. BGRIL—FCH
Boko L A—Fw OERER(Mis-Origination)®# RT3 EHCERET, IP7ELADEDRENTEID
LTHEEETE ) Y —RERZ(Resource Certificate) S IF(FN B EFIRSFRPKIZE D TERTENET.

BGPEE o4 > F—Fw FOBBEETE. [IPPFLRI & 125 —Fv b EORy FO—27 83T
ZES(Autonomous System Number: ASES)| AiEHZRINEY. UV-—ZAHSR. P7ELRE
ASESOELWVE#EDEETTF —4 lRoute Origin Authorization(ROA)] ZEEMT BEHICEZET.

—F 1R SER)

51 B

s U —ZPKI& (A

—

» BRI —HCHBHBEo 1 F —Fw +OEEEIER(Mis-Origination)

ROASKERFT (LR 1)

rpki- T O R

N & ¥

20.30,0/24 AS64496
192.41.192.0/24 AS2515

NV

”"mr Uu—20ENE | [ gpniC
4= wooos | 0
IPNIC v

= UY—UENE
| 10200018

Jhie
Fa
Vi,

UY—2EnE |
10.20.30.0/24 |

N PNICH ST ELZ
10.20.30.0/24 | DHAEERITUD
AS64496 -

WEEN
| 2014/10/01

E1 RPKIEROADBE(ZUwITHRALET)

JPNICHY4R# 9 SRPKIEHEDHEH

7 RPKIZSHRIR

IPNICTIFRPKIZRIECHETERIEC L T. RPKIEESERBEHALTUVET. EBESE(E. RPKIDEVH
EHEBTETEAFTLT. APNICORPKITZ MEIR(APNICT A bAw F)CBELTVET.

RPKIZFFEN(CHALTHR<CE. VY—RMASCREINIIPTF FLANIPL T A RIS AT LAOT
—IN—Z[CBIVEOTHILESHBELEISNFT . BERETE. RPKIOHERTEMEIDZ
HOBERETEHSz6). IPNICORPKIELEN. BEHERFSSOFECKRCEUTIPT FLADOSEE
HEADLTVET. FBAEIROADRITEWebISETTEEY. EEEETRITLIEROAZ. ROA
NIV OFvwead—)(EAN ONOIMEZEL L TIASN. BGPIL—FTRIEATIRELR DT
WET,

RPKIBERIRIZ. IPFFLZ2ODEEZR T TSANWeb1 257 —2REZFIALTROAZRITLIZD.
FIBREAITUS EFSNEROAFr v I TENELELED, SV EHRERRERRET 320
ERET.

FEERPKIOY Y — 2RSS H HEM TR TEBRPKIOTO4 S A(HI 1 RPKI Tools)MEER LT,
IPNICDERER SFEL. PRSI 3 ChaETT.

https://www.nic.ad.jp/ja/rpki/

RPKIEEBEEIE

ROA&#?&
/

JPNICH'SIPF FEL-AdD>
AERITTNSS

BGPIL— DR

APNIC
FR by E

"
TFUEFRORE

E2 RPKIBMERZFHATZSH ChiftEii(v )y 7T

ALET)

FU EAX- UNET WA} ME
IPNIC (&
IP7 FL-R

A A—Fwy OB
X 28
A>3y bE)FR
A Ay DR

IETF&RFC

IRR

DNS

RPKI

ENUM

b A1 BDERRE
A A—Fw FOEE - Bt
SI5U
IPNICHEvH2—&
WebEHEE—&
QRA
AR AL —

WHOIS



Ry
-U- t Zj:ﬁE'f *EEI Ch

« HERASTKY D —T L(CHDBGPIL—FH,

D1

9

[ rpki-
rtrZ’ 0 )L ] %Z{E> TRPKI ROA cachel&#k(IP/AS
U LER) ZEE

SERIB EFEY—)N

s
V4

RPKIROAD —EREIAZ b~

ROAIB#
Prefix-Maxlen: 192.0.2.0/24-24

f

OriginAS: 64500

/
/ )
I

EUL Pleleﬁﬂi
OngmASIﬁiFyz"ﬁ jEn

2014/11/19



e
H

RPKI&ROADMME

ROALEREF (U7RS U) APNIC UY—XZERE || APNIC
10.0.0.0/8

JPNIC 1

ggi‘ﬁ:uy—zmm%} A

10.20.0.0/16

va il

UU—X&%%}

' 10.20.30.0/24
i 7Y
ROA IPNIC'5 7 L X

BGP/L—%

N — ZEERRE =
Ffoi@%%o”l@?ﬁﬁaﬁd 10.20.30.0/24 | DAEEITLS
. : AS64496 B
. NGE
THNTIL—INBA] ey
2014/10/01
10.20.30.0/24 AS64496 - /

Valid72IP)” BL X EASOIHAFEDEZILE J

192.41.192.0/24 AS2515
2014/#1/19 httpS://WWW-nlc.ad.Jp/Ja/rl: k|/




RRRRRRRRRRRRRRRRRRRR,
ROAL J— 23X

JROAL O— h¥

ROAICEBSE=NTWLSL-O—F (Prefix, maxlenB ZUASESDHEASHTE) S0#EETd. (BGP sovec recordi & EEFEIINE

RIPEHBIk, LACNICHEEDIENINZES]

¥, )
ROA Records —

12.5k

10k

o 75k
L
<

L
H#

2.5k

Ok

2014 /09/22 2014 /05929 2014/10/06 20014/10/13 2014/10/20 2014 /10/27 2014/11,;03 2014/11/10
Date
IPvd — IPvD

Copyright INTERMET MULTIFEED CO. All Rights Reserved.

2014/11/19



R RRRRRRRRRRRRRRRRA
AS%

JASES

ROA[CEF SN TULIASEMIESTY,

Z 55 ERIPEREL, LACNICHUSDIENINZES

ASNs

2500

2000

1500

#of ASes

1000

500

0
2014/05/22 2014/058/25 2014/10/08 2014/10/13 2014 /10/20 20410727 2014/11 /03 2014/11/10

Date

AS5Ns
Copyright INTERNET MULTIFEED CO. All Rights Reserved.

2014/11/19



el

IPv4 Prefix®> mask&max length 5340

| mask - max lengths3fn

ROAMprefix length &max lengthM S TI .
| IPv4

IPv4 Mask Length vs. Max Length (2014/11/13)

32

24

Prefixig & [@ U exact matchd®ROAH %%
or /24N FFENB L SEIRSNTLDEDEEE

0
Q 8 16 24 32

Mask
2014/11/19 Copyright INTERNET MULTIFEED CO. All Rights Reserved.




el

IPv6 Prefixd> mask&max length 9340

| IPv6

IPv6 Mask Length vs. Max Length (2014/11/13)

/32, /48, /64DEHENDENZ%
/128 TEF N TVNDIEDED
D o (o] o

Mask

2014/11/19



R,
RPKIE M (CmIFTZERRE

ROADIBIRNFIZF AR

» RPKIZER U CRESHIEI CTEZ B L ANILTIERLY
ISPTOROAF Vv 1 EBAHD/\— RILHAELY

= X509F D BAZE ELER AN E

s IR — )LDV IERER DR
RPKIOEE M (IR TET DN, TR TEATBICHE
D, Xw Nz FEICERATE/R0. .

« HRFPDANEEKURWESBRDTRN? ?

T (FIPNICYIXSERE COTIF—HE DN FHIE

2014/11/19



IE—————————————\
RPKIDEERE(1)

- ARINDROABHRMDEVS /12t
= ARIN(ZL. RPA(Relying Party Agreement)(C& > T
E=B\DEHREHEZTZEIELUTLD

« RPKI-RTR(tcp:323) 'O bJLADTLS encryptionh 't
TR— hENTLVRLY
« ROAD K DSIREBIREHRICET DT —FEpX(C(IwniE
= Ciscot2Juniperid EOXRFIL—IXR A ERYGR—

2014/11/19



R —
RPKIDEERE(2)

. JuniperJL—4~ DZEE)
- JUNOSCRPKI validationsSE=BRICT D &,
tcp port:2222 H"BEEIRI(ClistenE=nd
- JUNOSHES THIBB L TLBR—ES5 UL
- Software®versionY20S(C{k{FE I Dol fE IEE‘O

- NI IBZZ(TDOIREEN H DD T, FWET
SBEAETAIYZEEILT DENDD

2014/11/19



I—————————\
RPKIDEERE(3)

. Cisco CSRODZEE}
= Show ip bgp/show ip bgp ipv6 unicast I > RDFERM. ]
BN T DSOS (C Valid&7xd (IEU < (& Not Found)
1. 1D EDOBGPRERIBZEE L TULD
2. TBMICIZUSHTRPKIZenablelCd 3
3. ROA cachet—/) (& D 1DEROAIFHRZZE L TLVRLY

AISHDROAZZEIT D EIEFRICRRINDELDICIRD
Cisco CSR/IOS-XE version 03.12.00STT_LiC&{/Ex &R

WA: JL—A DreloadH. BGP reseth . RPKIZZEH]ICBGP%
shutdown U TH <K

2014/11/19



e
H

RPKIODIERE(4)

o« FRIEHIENIC ESBEILT DD ?
« £9 (ImarkinggdEZAMNSIEUSHD

- ROA cacheh5E#zEIE UBEB D)L —~ DBGPHE

7z validationU. HITERS

EZmarking

. FIERREAENNEET Z ENRKRT—ILIEN, &

IS AN DR IR (FIBE(C

- InvalidD#Fi& (IpriorityZziE < 9312 E, Tfl2L
longer-prefixzZB5E LU CUE DD TIHE L LY+

2014/11/19




RPKISERICET SEFRLHIR

RPKI/\w QY
: , (JPNIC ftB) E)IMFTH
Cisco, Juniper BREBSORN | =@asiTind | 2014468
(Alcatel soon) =) 1) 1) —2 (CSRhtE
EE FOTRHNIME
W— )LD
BRRNICEREEL FrE
RPKIN'&ENET D
BiEDREE s RPKItools
ARV —Y3VER ERY—ILDOHE
- 2014F108AL MF/JPNIC
it ROA cachefR{tBas:
- PN ] SRIR Tl EAEEH
RPKIMEH | IPNICERERERD
ERHIDES L AARE
S ENHIUE
2013/9/6 http://www.ieice.org/~ia/archives/20130906-BGP-yoshida.pdf

Source: JPNICEBEDEEESR EITICIFRL

2014/11/19




2

s
—1

* routs

. ec[E|RE

| ;;IZKIEEJJF:U E2ENE
512K

2
111111111



e
IPv4J)L)L— R512K0DEE

- JANOGETHEELGH SR TN TULE
o N (LT2IETE512KDEE (C RSN ANELR
« JPNAPTHEERORIEAS T F O RAZEMINTLD
ISPEADTE
o 192K, 224KEEDEL D (T o 1z ?
» NEPBGPIRIE N KZ(CFET BISPTIL600KHIE

- JIL)L— MHOEIZEV D IR SRELEL Y
- w@mtJICTIVIL— bzEFRU. A5 —23RY MDIL—F~+
SO EITOMNENDD

2014/11/19



e —
[PV4$REZENDERS
o [ et e RIS '“'w

O
DHIZDOH
L — B TR AR BB LN

alelilelie]

000

EGP RIE Entries

FOC0

paLslilelile]

iLelilelie]

0 1 1 1 L o 4 1 ] ] ] oy ] ! 1 1 1 | |
94 95 95 9F 93 99 O ol oF o3 o 05 o5 0F 903 0% 10 11 17 13 14
Date

http://bgp.potaroo.net/

2014/11/19



100 110 120 130 140 1530 160 170 180 190 200 210 F20 230 2o 250

20 30 40 B0 &l V0§00 90

10

2005F8HMIPV4ATILIL— b m




100 110 120 130 140 150 160 170 180 190 200 210 220 230 240 250

20 30 40 B0 ap V0§00

10

2007F8HDIPV4ATILIL— b m




100 110 120 130 140 150 160 170 180 190 200 210 220 230 240 250

20 30 40 B0 ap V0 FO 890

10

2009F11H®DIPV4AT)L)L— N




.llnlu
[ ] | ||
I ——

| ——
--ﬂlllnn1
| | |
B

RS

—
""ll.

G R R EIE B I R EI FE B R I F G E I EAEI R



250

[ [ T s
NN
)L

—————

~

240

230

220

2

210

200

150 190

140 150 160 170

2013F11HDIPV4T)LIL

110 120 1350

100

-----NWL‘I----

T e ==
| [ | [ s

I.”“l
IIIIII'IIII'IIIIIIIIIIII

———— —— —— —

e nn. |J .,,.h ﬁ.J _.h. _-_l_
?._ ._r._ _. 1 _.._u



250
-

240

e
2300

Wi————

—
|k
[ 1 —™
| | e
lI.||u||-
|l
[

220

2

210

200

150 190

160 170

140 150

|||l
—_———
I P
nl...llll
I o0 5o Hoed
| - e e
——————“““-ﬂuilnll-ll-lll-ll-ll-ll-llnlllll

2014F11HDIPV4TJ)LIL

110 120 1350

100

o - o - o - . o O
! i ! - I Ll d

-———
1 | |

-----NWH----

|

————— —— —

e _._.J nn. |J ﬁ.l_ _.h. _-_l_
__. | ?._ ..r._ _. 1 _.._u

ll B IV N N I N N N O



[PvA#ZE%ENT

(5EERT0D2009%

Ziaighl

5 uigil)

800000
700000 _
HTE YRR
600000 \
500000 ——
Sﬁw\
400000 \ 1 11 &Y T
11 {EHE
300000 1.1315# 3%
200000
100000 /
0 T T T T T T T T T T T T T T T T T T T 1
’\&)%%&)%Q&*Q&%{& *’L&)%’b&)% b@*%&*b&*ﬂ&)&%&*%&%c&*& *’L&%’b&* b&)%%&*‘o&)%
BRI LN PSS AN P S A S SR SRS S AN PN A PN A

IPv477 RL X DRLEE., FERMNIIEIMUSEITTULD
IRIPV4 7 R L X D ol b h E AR B EUE NN = ZE5 |

2014/11/19




S —

SRORBEU EXTIGR
+ 2,34 FBAEDMIEICA > TEINUET B SHERENS
. SR
. HEZOEY

o JIV)L— BIIARERR R A A 2 (3R g HI Rz Ehte
e =T I —THRE UIRWE S [CEENRE
« AU TWBIL—FHEZF O EZIEIEL CTH <
s A=A -7 14 DBEHRZESBAEED
- IPV6OOOOKICEEFE

2014/11/19



oS3
Brocade

CAMJO771 )l
-XEV1-)l

=
=

z<HA

51 O

il

X2EZ 1 — )L TIFIPVv4/IPve It (CHL AT RER LY

Default Profile 512K G4H 128K 128K 48K 4K 4BK 4K
IPv3 Profile iMm V] 32K 4] 112K a E4K 0
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» http://blogs.cisco.com/sp/global-internet-
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- Juniper (451)
= Routing Engine: RE-850-1536-S
o CFEB: FEB-M101-M71-S
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