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http://www.ripe.net/internet-coordination/news/industry-developments/youtube-hijacking-a-ripe-ncc-ris-case-study
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show router bgp routes 8.8.8.8

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
Origin codes : 1 - IGP, e - EGP, ? - incomplete, > - best, b - backup

Flag Network LocalPref MED
Nexthop Path-Id VPNLabel

u*>? 8.8.8.8/32 100 None
212.156.253.130 None - We would expect to see 8.8.8.0/24 here

No As-Path originated by AS 15169.

*? 8.8.8.8/32 100 None This is the proof of Turk Telekom
212.156.253.13@ None - hijacking Google DNS.

No As-Path

Turkey Hijacking IP addresses for popular Global DNS providers,
Posted by Andree Toonk - March 29, 2014, BGPMON
http://www.bgpmon.net/turkey-hijacking-ip-addresses-for-popular-global-dns-providers/ 11




Upstreams of Indosat (4761)
02 Apr 2014 through 02 Apr 2014

| 4000
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Source: Traceroute Data o renesy5'

Indonesia Hijacks the World, 03 Apr, 2014 | 3:09 PM | By Earl Zmijewski, Renesys
http://www.renesys.com/2014/04/indonesia-hijacks-world/
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MITM (Man In The Middle)

Traceroute Path 1: from Guadalajara, Mexico to Washington, D.C. via Belarus

7. Moscow,
Russia
8. Minsk,
6. London, Bel
UK 9. Frankfurt, b
Germany
4. Ashburn, VA @LAC. New York, NY
5. Washington, D.C.
11. Washington, D.C. END
3. Laredo, TX
2. Monterrey,
Mexico
START 1. Guadalajara,
Mexico
®
o reneSYS Source: Renesys Path Measurements

Renesys Blogdk D

PA
NIC Copyright © 2014 Japan Network Information Center 13



http://www.renesys.com/2013/11/mitm-internet-hijacking/

MITM

=

@ The New Threat: Targ

C [ www.renesys.com/2013/11/mits"

4
L

" ovigin 5 QIR

NIIL—Y

PA
NIC

27 February 2013: Traceroute from Guadalajara, Mexico to

Washington, DC wia Minsk

Delay

1P Notes
(msz)

201161311449 16 482 po—edl2 alestranet mx (Guadalajara, B

2011631021 17 702 po—mity? alestranetmx: (Monterrey, ba)

20115127230 13 551 iemty? alestranetms (Monterray, MX)

53918121 49 17 D54 ge3—1.cr02 Jar0l poowbin net (Laredao,
T}

53918 4478 4012 TenGE11-1 br03 ash01 pocwbinnet
CAshburn, W)

64209 109291 54599 GELX-IUS-REGIOMAL (Washington,
D)

(T e s 167 541 lag1 ard LOME ghlxnet (London, LK)

908 178 194 170 143 244 cis—company-transtelecometherneti—
4 ard lond ghlxnet (London, LK)

21T AG06 234 212863 mskn01 transtelecomnet (Moscow, RLU)

917 16052 233 993 451 Eie-ITeIennm-sw.transtelecnmnet
(hinsk, Belarus)
EE LAt o ) o o = 1 1

872452331398 2REE16
(Frankfurt, DE)

¥ no response

& no Fesponse

1299503 130 230887 ae—3 23 nycmnyll usbbginnttnet
(e w vk, MY

129 250453 932 959 ae—1 r08 nycmnyll usbbgin nttnet
(fdew “vork, R
ag—

1292608158 248 686 O centurydinknycmnyll usbbgin nttnet
(e w ok, B

L no Fesponse

53934113110 238111 63-234-113-110diastaticqwestnet

(Washington, DC)

I
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AS1 (ISP of victim)

AS1 (ISP of victim)

Victim's route to
1.1.1.2 before hijack

Miner

- [nge y VICtImrs rOL"e to dimate owner of
—= 1.1.1.2 after hijack e

AS3 (Hijacker's ISP)

=

Legitimate mining
Hijacker mining pool server
pool server 1.1.1.2

AS2 (Legitimate owner of
1.1.1.1/16)

Legitimate mining
pool server
pool server 1.1.1.2

Hijacker mining

BGP Hijacking for Cryptocurrency Profit, 7 August 2014
Pa Pat Litke and Joe Stewart, Dell SecureWorks Counter Threat Unit
NIC http://www.secureworks.com/cyber-threat-intelligence/threats/bgp-hijacking-for-cryptocurrency-profit/ 15
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