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e 2011/06/08 World IPv6 day

RSN 24ARRRE T WebH -
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— Google, Facebook, Yahoo!... 1400
e fAQVEIR=NZH
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— IPv6 reachabilityDig{t
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e T TAAAAT 4L

—IPVATERBIBEARN U OT A bz &
=. A A AAZHIDCTIoEZ I D
— bind-9.7.2 A DOHLEE

210.138.175.244
d.dns.jp A? \d.dns.jp AAAA? B
_ cache resolver )( > -
d.dns.jp AAAA? 2001:240::53 authoritative }

server
(ZERE)
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e 1> ) A1 )LBF(Cconfigure CTIEENMNE

’/./configure --enable-filter-aaaa
make

\\make install -

e named.conf
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[ options { filter-aaaa-on-v4 yes; };J
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$ dig -t AAAA d.dns.jp
# AAAAD 1 JLRT5L

AUTHORITY: 7, ADDITIONAL: 1
d.dns.jp. 3600 IN AAAA 2001:240::53
# AAAAD 1 )LEEHY)

AUTHORITY: 7, ADDITIONAL: 1

K(Em%*)

$ dig -t A d.dns.jp \\\\
d.dns.jp. 3600 IN A  210.138.175.244

;; flags: gr rd ra; QUERY: 1, ANSWER: 1,

;5 flags: gqr rd ra; QUERY: 1, ANSWER: @,
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s bind/unbound C#| A T]&E

— RPZ(Response Policy Zone)
m bind-9.8.0 X D F|AHO]&E
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http://good-net.jp/usr/imgbox/pdf/20110427091336.pdf
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JOvF>Y (zone LEE)

=L r==1

oS E

e bindDZE
—named.conf

type master;
file “data/block.zone”;

L

" zone “evil.example.com” { )

/
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JOvF>Y (zonelE=X) BE

—data/block zone
KETEDIPZ IR I 15

//gTTL 3600
@ IN SOA localhost. nobody.localhost. (1 60 60 60 60)
IN NS localhost.
IN A 192.0.2.1

* IN A 192.0.2.1 ; IO RAAREETOVIR—2(C

(&

/

NXDOMAINZIR 915

~
@ IN SOA localhost. nobody.localhost. (1 60 60 60 60)

IN NS 1localhost.

~
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JTOvF>Y (zoneLEX) BE

e unbound®dDiF &

—unbound. conf
YFEDIPZ IR T 15
local-zone: “evil.example.com” redirect
= local-data: “evil.example.com IN A 192.0.2.1”
= NXDOMAINZ K 315
[ local-zone: “evil.example.com” static ]
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e bindDIF&

/,$ dig -t any evil.example.com N
;; flags: gr aa rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O,
ADDITIONAL: ©

;3 ANSWER SECTION:

evil.example.com. 3600 1IN SOA localhost.
nobody.localhost. 1 60 60 60 60

evil.example.com. 3600 IN NS localhost.
\\gvil.example.com. 3600 IN A 192.0.2.1 -

$ dig -t any www.evil.example.com

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1,
ADDITIONAL: ©

;; ANSWER SECTION:

| www.evil.example.com. 3600 IN A 192.0.2.1
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TOvE>Y (zoneLEX) &

e unboundDiZzE

-
$ dig -t any evil.example.com

;5 flags: gr aa rd ra; QUERY: 1, ANSWER: ©, AUTHORITY: O,
ADDITIONAL: ©
. (ZILE)

p
$ dig -t a evil.example.com

;5 flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0,
ADDITIONAL: ©

evil.example.com. 3600 IN A 192.0.2.1
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e named.conf

ﬂ:l RESEARCH-UNIT { 192.0.2.128/25; };\
view “non-block” {

match-clients { RESEARCH-UNIT; };
¥

view “block” {

match-clients { any; };

zone “evil.example.com” {
type master;
file “data/block.zone”;

o v
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e “Response Policy Zone(s)”dacronym
e 12Tk~
~-FvwaDNSH—/)\TTOvF> 0%
FHER(C

n 7o DB (Espami®phishing X5k
http://ftp.isc.org/isc/dnsrpz/isc-tn-2010-1.txt
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=L ===

oS E

 bind-9.8.0LA % CHIHFIEE

e bind-9.7.3(CX1 9 Bpatchs:

e named.conf

SY.2 o) =

///options {

}s
zone “policy.iij.ad.jp” {
type master;
file “data/policy.iij.ad.jp.zone”;

MFUIIMHMWFF'"

\};

response-policy { zone “policy.iij.ad.jp” };

~
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JOv+F>P(RPZ) &E

e data/policy.lij.ad.jp.zone

/$TTL 600 I
@ IN SOA localhost. nobody.localhost. (1 60 60 60 60)

IN NS localhost.

evil.exmaple.jp IN CNAME *. ; NODATA
evil.example.jp 1IN CNAME . ; NXDOMAIN
www.2ch.net IN CNAME kakuri.iij.ad.jp. ; redirect
*.2ch.net IN CNAME kakuri.iij.ad.jp. ; redirect
iijad.jp IN MX 10 blackhole.iij.ad.jp.
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e JOWUT B RXAAZDENMEIERA rndc
reload C /R
—zone EEEAIN/C Ernde reconfig
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security policy security policy security policy
provider @ provider @ provider @

NOTIFY
AXFR/IXFR
N
! A
o o FEIERTE D

cacheresolver = — — — — = - a
~ authoritative —

server

kakuri.iij.ad.jp www.2ch.net?
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e HMEIREE I D EbiNndHHEISEBED
—dig CHAAIARR T D EEZESIRL)
—Firefox CWebR—2ZHL< EEBED

m 5 [Al: Firefox(ODDNSSECHREIFHIAR

https://addons.mozilla.org/firefox/addon/dnssec-validator/
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J20YF>2D(RPZ) IND

e JNULIR—KUIESEITSEDFIRLUL
—¥r5: 4/265 73 RS (E1E): 4/27KHH
—~bind-9.8.0-P1UJ U —X: 5/5

http://www.isc.org/CVE-2011-1907

Solution:

Use RPZ only for forcing NXDOMAIN responses and not for RRset replacement,

CW55S Score: Base 6.1, adjusted for lack of targets, score is 1.5 (AVIN/ACL/ALN/CN/TN/AC/EP/RL.OJRCC/TD:L)

For more information on the Common Vulnerability Scoring System and to obtain your specdfic environmental score please wisit:

http://nvd.nist.gov/cvss. cfm?calculator&advaversion=2

Thank you te Mitsuru Shimarmura at Internet Initiative Japan for finding this defect.
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. FREZHIHP (bind-9.8.0-P4)
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e Using Response Policy Zone (RPZ) with DNAME
records and gquerying the subdomain of that
label can cause named to crash. Now logs that
DNAME is not supported. [RT #24766]

e Using Response Policy Zone (RPZ) to query a
wildcard CNAME label with QUERY type
SIG/RRSIG, it can cause named to crash. Fix is
query type independant. [RT #24715] [CVE-
2011-1907]
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~Any Questions?
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e 17w 71 DNSTDNSSECHEIONIC,
e DOEYW MY TCIEEAFIFERIZIEDIRD ?
_AAAAT 1)L~

m dig +dnssec -t aaaa www.isc.org

* AAAADNIRD T B
m filter-aaaa-on-v4: break-dnssec; TX5HIB
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