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SNMP(Simple Network Management Protocol)
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— ICMP/ping ,

ICMP echo/reply

RTT : Round Trip Time
Packet Loss :

RTT/Packet loss

$ multiping -t -c 10 ww. appl e. com wwv. bose. com

PI NG www. appl e. com (17.254. 0. 91) (17.254.0.91): 56 data bytes
PI NG bose. com (146. 115. 60. 42) (146. 115. 60. 42): 56 data bytes
64 bytes from 17.254.0.91: icnp_seq=0 ttl=224 tinme=144 ns

64 bytes from 146. 115. 60. 42: icnp_seq=0 ttl =237 tine=207 ns

64 bytes from 17.254.0.91: icnp_seq=9 ttl=224 tinme=151 ns
64 bytes from 146. 115. 60. 42: icnp_seq=9 ttl| =237 tinme=208 ns

-=-=- PING statistics -=-=-
Nunber of Packets
Renote Site Sent Revd Rptd  Lost

waw. appl e. com (17. 254. 0. 91) 10 10 0 0%
bose. com (146. 115. 60. 42) 10 10 0 0%

TOTALS 20 20 0 - Z)‘-%
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ping

SLA
ping
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ICMP/ping - 1,

fping
http://www.stanford.edu/” schemers/docs/fping/fping.html
icmp echo

NOCOL multiping

http://freshmeat.net/projects/nocol/homepage/
NOCOL NOC OnLine
multiping
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ICMP/ping - 2,

sing
sing - Send ICMP Nasty Garbage packets to network
hosts

http.//sourceforge.net/projects/sing
ICMP

ICMP

ICMP redirect, unreachable

] - g
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— TCP/UDP Port Polling ,

DNS : nslookup
raidus : radping(dti-radius),

$ tel net ww eaccess. net 80 ~ http(80)

Trying 211.14. 194, 242. .. radpwtst(merit)
Connected to waw. eaccess. net.

Escape character is ‘#]'. « session http Iynx, w3m
get / « GET request

<! DOCTYPE HTM. PUBLIC "-//| ETF// DTD HTM. 2. 0//EN'> telnet
<HTML><HEAD>

<TI TLE>501 Met hod Not | npl enent ed</ TI TLE>

</ HEAD><BCDY>

<H1>Met hod Not | npl enent ed</ HL>

get to /index.htm not supported.<P>

Invalid nethod in request get /<P>

<HR>

<ADDRESS>Apache/ 1. 3. 12 Server at ww. eaccess. net Port 80</ ADDRESS>
</ BODY></ HTM.>

Connection closed by foreign host.

$

- OK! Service
(il ol &
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— SNMP Polling ,

SNMP

SNMP daemon

HP OpenView
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SNMP : Simple Network Management Protocol »

SNMP: Simple Network Management Protocol
UDP : polling port 161, trap port 162

MIB(Message Information Base)

o Tr]
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SNMP Messages &

GetRequest : manager - agent
GetNextRequest : manager — agent

GetResponse : manager — agent
SetRequest : manager — agent

Trap : manager — agent

] - g
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SNMP Message Hundling »

GetRequest
GetNextRequest
>
GetResponse
SNMP €
SetR
(Manager) . - (Agent)

Trap
€
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MIB (Message Information Base) ,

RFC-1213 MIBv2

(OID: Object ID) MIB Symbol

MIBv2 (Enterprise
MIB)
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MIB Tree ,

root
cci tma} ccitt(2)
or £:(3)
dodl(6)
i nterrl1et(1)
directory(1) mgmt(2) experimental(3)  private(4)
milb(l) enterprli ses(1)
|
MIB
Access
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MIB OID ,

iso(l).org(3).dod(6).internet(1).mMmt(2).mb(1).

1: system

2: interfaces

3. at

4: ip I P
5: icnp | CMP
6: tcp TCP
7: udp UDP
11: snnp SNMP

] - g
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- Event Trap ,

Local Event Trap

(CPU,disk,process)
Process
Log file
Remote Event Trap
syslog
SNMP trap

o Tr]
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SNMP trap
Polling SNMP

SNMP UDP 162
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Ports/Package
Ports/Package
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eA ccess
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PC

- Web Browser

X-Window, tcl/tk
Java VM
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WEB
E-mail ( Pager Call )

WEB

] - g
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- Polling Base
Big Brother, NOCOL, SPONG, mon, NetSaint, Scotty,...

- Trap Base
Syslog + log (SWATCH,LogSurfer,... )
Snmptrapd(UCD, CMU),...

—

MRTG+RRDTools, Seafelt, Shepherd,
RRDTools+Frontends(Remstat,Cricket, ORCA NRG),
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Big Brother Network Monitor
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Big Brother
SPONG
NOCOL
Mon
Angel monitor
Big Brother
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http://bb4.com/
WEB Base
ICMP/TCP
pi ng, snt p, htt p, pop3, dns
CPU, di sk, processes, | ogs
Unix/NT/NetWare/Macintosh
0S
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- Big Brother

(v15 )
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BB

MRTG RRDTool
BBTray : Big Brother on Windows
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BB - (TOP) .
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ﬁ ~ = (3 Sat Mow 4 L8:I7I15 MET 2R

b

. Tr]
2000.12.19 Copyright 2000, eAccess ltd, Shigeki YAHAGI e’4 {. {.- E&S




T
1B-21, December 2000 Grond Cube Osaka Internet Week 2°

R T10 47

BB - (sub)

2 B - g
2000.12.19 Copyright 2000, eAccess Itd, Shigeki YAHAGI A { {_ El&l&

big brother lask update
ﬂ L] [I I'I 16 NE >0
L

IR

. Tr]
2000.12.19 Copyright 2000, eAccess ltd, Shigeki YAHAGI e’4 {. { E&S




last update
Sat Wow 4 18135

1 ZE

P82 . hrz. te-dermstodt. de -

sk
Bl - Brik en ped

LB, be-dorss badt  de ot WARKING Tewel
AAPHI

2000.12.19

Copyright 2000, eAccess Itd, Shigeki YAHAGI e’4 {'EESS‘

49

r 2000 Grond Cobe Osaka

50
B B =
Hoancapa Big Orsther St .0.0) - BB
g o & &Y =
[T B By P B P e i [T R0 [| S TT TR

2000.12.19

fat Eaw 4 1334

Copyright 2000, eAccess Itd, Shigeki YAHAGI e’4 {.'{.-IESS‘

25



T
1B-21, December 2000 Grond Cube Osaka Internet Week 2°

S T10

BB -

51

o Metscape Big Brother - dvalabdny Repan

i 3 % = & i & O

big brothar
g

Eig Bretber dvadlability beooss

[ tf:  cWcen  : REERE . sl il e :]
| iaslor rorgreen revets 5 ]

i

2000.12.19 Copyright 2000, eAccess Itd, Shigeki YAHAGI

e Access

BB -

Nig Brother

Papes Modeed Caond By

d B-TiH

2000.12.19 Copyright 2000, eAccess Itd, Shigeki YAHAGI

Access

26



2000.12.19

T Y BT A

big brother
7

1

Copyright 2000, eAccess Itd, Shigeki YAHAGI

Cect

Mon
Mon
Sun
Sun
Sun

Event

17 2000 -

Cet
et
ot
ot
Cet

2000.12.19

Start

30
30
29
29
29
29
28
28
28
28
28
18
17

20:
05:
15:
10:
08:
00:
20:
09:
06:
03:
02:
12:
16:

Avai | abi ity Report

Nov 1 2000

13:
38:
03:
53:
03:
28:
23:
53:
18:
33:
03:
41:
06:

42
43
44
45
49
46
47
47
48
48
46
25
23

2000
2000
2000
2000
2000
2000
2000
2000
2000
2000
2000
2000
2000

Red
4. 48%

dev01. | ab.eccess. net

BB -

Avail ability:

Yel | ow
2.11%

Event

lo

G een

Event End

Mon
Mon
Sun
Sun
Sun
Sun
Sat
Sat
Sat
Sat
Sat
Vied
Vied

Time Critical/Ofline:

Cet
ot
ot
ot
Cet
Cet
Cet
Cct
Cet
Cet
ot
ot
ot

30
30
29
29
29
29
28
28
28
28
28
18
18

20:
05:
15:
10:
08:
00:
20:
09:
06:
03:
02:
21:
12:

18:
43:
08:
58:
08:
33:
28:
58:
23:
43:
08:
21:
41:

42
43
44
45
46
46
47
48
47
47
46
35
25

Time Non-Critical:

- cpu

95. 52%

Purple O ear
93.41% 0.00%

gs for the given period

2000
2000
2000
2000
2000
2000
2000
2000
2000
2000
2000
2000
2000

0. 00%

Bl ue
0. 00%

Status

yel | ow
yel | ow
yel I ow
yel | ow
yel | ow
yel | ow
yel | ow
yel | ow
yel | ow
yel | ow
yel | ow
yel | ow
red

20 hours 35 nins

Seconds

300
300
300
300
297
300
300
301
299
599
300
31210
74102

2 secs

9 hours 40 mins 6 secs
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days,
days,
days,
days,
days,
days,
N days,
up: 9 days,
up: 9 days,
up: 9 days,
up: 9 days,
up: 4 days,
up: 3 days,

2 users,
2 users,
3 users,
3 users,
3 users,
3 users,
3 users,
4 users,
4 users,
4 users,
4 users,
2 users,
1 users,

e Access

48 procs,
48 procs,
51 procs,
51 procs,
51 procs,
51 procs,
51 procs,

56 procs,
66 procs,
90 procs,
75 procs,
43 procs,
64 procs,

)

| 0ad=703
| oad=708
| oad=725
| oad=702
| 0ad=708
| 0ad=773
| oad=710

| oad=730

| oad=715

| oad=806

| oad=713

| oad=415

| oad=464
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etc/bb-hosts
etc/bb-warnrule.cfg

etc/bbdef.sh

etc/security.INFO
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BB - 8

e
'IE-‘II.. December 2000 Grond Cube Oiaka

S T10:
BB - etc/bb-hosts - 1.
/etc/hosts
<I P Address> <Host Nane> [ # <Service> {<Service>}]

| P Addr ess: | P Addr ess

Host Nane:
Servi ce:

2000.12.19 Copyright 2000, eAccess ltd, Shigeki YAHAGI eA Ll{.-.ESS
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Big Brother - bb-hosts ,

$ cat bb-hosts

#

# THE BI G BROTHER HOSTS FI LE

#

192.168. 0. 10 kansi 1.foo. co.jp # BBPAGER BBNET BBDI SPLAY http://kansi 1/

group-conpress <H3><|>f 0o.co.jp Servers</|></H3>

192.168.0.2 nsl.foo.co.jp # dns ssh !telnet

192.168.0.3 nmil.foo.co.jp # dns sntp pop3 ssh !telnet
192.168.0.5 ww.foo.co.jp # telnet ssh ftp http://ww.foo.co.jp/

# router interface entry

page Router-I1F “Router Intereface”

group-conpress <H3><|>Routerl Interfaces</|></H3>
192.168.0.1 gwl.foo.co.jp

192.168. 0.50 gw2. foo.co.jp

group-conpress <H3><| >Router2 Interfaces</|></H3>
192.168.1.2 tok-yok-m30.wan.foo.co.jp
192.168.1.6 tok-osa-dri15.wan.foo.co.jp

$

] - g
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BB - etc/bb-hosts - 2 ,

Servi ce
BBNET, BBPAGER, BBDI SPLAY
BBDI SPLAY
BBPAGER
BBNET
pi ng
nopi ng: pi ng
noconn: ping
di al up: ping . NG
snt p, http, pop3,dns, ftp,tel net,ssh,i map
http URL http://ww. f 0o. co. jp/top. sht m

Itelnet : telnet port
~t el net

X NG
(il ol &
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BB - etc/bb-hosts - 3,

.di al up nodem bank

DHCP/
di al up nodem bank 192.168.0.92 16

group, group-compress
group(-compress) <group name>

group :
group-compress :
page
page <page name> <page title>

<page name>

] - g
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BB - etc/bbwarnrule.cfg ,

host s; exhost s; servi ces; exservi ces; day; tinme; recipients

host s: (“*" )
exhosts:
servi ces: (“*” )
exservices:
day: 0-6 ( - )

time: 0000- 2359
recipients:

host s, servi ces

o Tr]
2000.12.19 Copyright 2000, eAccess ltd, Shigeki YAHAGI 64 {.- {.- E,&&

30



e — RS DD————————mmm——ww—__————B=_—_——_==,
1B-21, December 2000 Grond Cube Osakea Internet Week
e | T10: 61

Big Brother — bbwarnrule.cfg ,

$ cat bbwarnrules.cfg
# bbwarnrul es. cfg
nsl.* mail.*;;*;;*;*; server -adm n@ oo. co. j p

## nsl* maill* 24H/7D server-admin
waww *r o http:c*: % web-adm n@oo. co. | p yahagi

#H# www.* http 24H/7D

H#H# web-admin  yahagi

strage. *;; *; conn; 0-6; 0000- 0259 0500-2359; st rage-adm n@ oo. co. jp
## strage* ping strage-admin

#t AM3:00-AM4:59
intra.*;;*;;1-5;0800-2000;intra-adm n@o0.co.jp
## intra* AM8:00-PM8:00

#H# intra-admin

*oo% %% adm n@oo0. co.jp

H#H#t admin@foo co jp

unmat ched- *; ; *; ; *; *; bb@ ocal host

## Dbb-osts (unmatched -*) bb@Iocalhost

# end of bbwarnrules.cfg

] - g
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etc/bbdef.sh - 1,

Big Brother
(plug-in)

‘DFWARN, DFPANIC
%
DFWARN - warning (default:90%)
DFPANIC - panic (default:95%)

etc/bb-dftab

CPU load average ‘CPUWARN, CPUPANIC
load average
= load average(uptime ) * 100
CPUWARN - warning (default:150)
CPUPANIC - panic (default:300)

o Tr]
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etc/bbdef.sh - 2 ,

‘PROCS, PAGEPROCS

‘MSGS, PAGEMSGS, IGNMSGS

MSGS - warning
PAGEMSMS - panic
IGNMSGS -

. PAGELEVELS
"red purple"

. BBMKBBEXT, BBMKBB2EXT, BBEXT
(plug-in)

] - g
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- bbdef.sh ,

$cat bbdef. sh

#/bin/sh

# bbdef . sh

# LOCAL CLI ENT MONI TORI NG CONFI GURATI ON FCR bb-1 ocal . sh

# WARNING AND PANI C LEVELS FCR LOCAL SYSTEM | NFOVRAI ON

#  YOU CAN SET VALUES ON A SPEC FI C FI LESYSTEM BY USI NG

# THE etc/bb-dftab FILE

DFWARN=85 # (YELLON DI SK % TO WARN
DFPANI C=95 # (RED) DISK % TO PANIC

export DFWARN DFPANI C

# CPU LEVELS ARE THE 5 M NUTE LOAD AVERAGE x 100

CPUMARN=3000 # (YELLON WARN AT LOAD AVG CF 30 (default:1.5)
CPUPANI C=6000 # (RED) PANIC AT LOAD AVG CF 60 (default:3)
export CPUPANI C CPUMARN

# PROCESS MONI TORI NG

# THESE VALUES ARE OVERR DDEN BY THE etc/bb-proctab FILE

PROCS="bbrun snnptrapd httpd !inetd" # (YELLON WARN | F NOT RUNNI NG
PAGEPRCC="cron radi usd sshd sysl ogd" # (RED) PAGE | F NOT RUNNI NG

export PROCS PAGEPRCC

# MESSAGE FI LE MONI TORI NG (/ var/ adm nessages or sinilar)

CHKVBGALEN=" TRUE" # MAKE SURE MSG FILE |'S NON-ZERO LEN
MBGS="NOTI CE WARNI NG' # (YELLON MESSAGES TO WATCH FORP
AGENMBG=" NOTI CE" # (RED) PAGE | F WE SEE TH S MESSAGE

| GNVBGS="" # List of messages to ignore if string(s) matches line

o Tr]
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# Default colors to send notification nessages on
PAGELEVELS=“red purpl e" # Default red purple
export PAGELEVELS

# Specify scripts to execute while running nkbb. sh/ nkbb2. sh
# Echo fromthemwi |l be displayed on the generated web page
BBMKBBEXT="bbr adi us. sh*

BBMKBB2EXT="event | og. sh*

export BBMWKBBEXT BBMVKBB2EXT

# EXECUTE LOCAL SCRI PTS FROM HERE. . .

# SCRIPTS SHOULD LI VE | N $BBHOME/ ext DI RECTORY

# BBEXT CONTAINS THE FI LENAMES TO EXECUTE

# SEPERATE THE SCRIPTS WTH A SPACE: BBEXT="ext 1. sh ext2.sh*
BBEXT="larrd/larrd. pl larrd/bf-larrd.sh*

export BBEXT

$

Copyright 2000, eAccess Itd, Shigeki YAHAGI
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bbdef.sh .

eA ccess

2000.12.19

etc/bbdef.sh —

:PROCS, PAGEPROCS

PROCS - warning
PAGEPROCS - panic

ex: linetd, !sendmail, ...

# PROCESS MONI TORI NG

# THESE VALUES ARE OVERRI DDEN BY THE etc/bb-proctab FILE
PROCS="bbrun snnptrapd httpd !inetd" # (YELLOW WARN | F NOT RUNNI NG
PAGEPROC="cron radi usd sshd sysl ogd" # (RED) PAGE | F NOT RUNNI NG

export PROCS PAGEPROC

Copyright 2000, eAccess ltd, Shigeki YAHAGI
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g brother last updata
Bl () Sum Now 5 05:07: 18 2000
et L1
leqd - precs
green Sen Bow 5 OBSATCIS ST ZBER ALL processes are 0K
.
=
-
-
-
"
-
t Vi al A
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BB - extensions

BB

http://www.deadcat.net/
Enhancement script to BB

External plug-in script for BB

2000.12.19
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radius, ntp, Idap, smb, mqueue, ...
RDBS (oracle, infomix, sybase, postgress, MySQL, ...)
RAS, UPS, RAID, Printer, ...

MRTG RRDTools

BBTray : Big Brother on Windows

(il ol A
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Internet Week

BB - Extension Archive ,
r | - 3 a & + o _3""“"'"1';“'.‘;".'.’&'.'r":“'é”“.'“"‘ i IIEH
o :,T;L:ililwvn m.l.l'l.i.'l.:.-‘:-rr-l.fnul imt=lligenceT %

=] T W1

chait i G

Dotw FTF HTTP Erhoncesents acripts to BB
T R 2wkt doley =alle tha

W i Ll

Ecimm il gLl

b inlmmic b
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BB enhancement - Japanese Help »

hig brother

Big Brother - Help

ThELEHBDF I TAT > TRET

¥ R R T S RS
t Vi W A
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ﬁ T10
BB extensions - Japanese Help .

ver 1.4

http://ww. deadcat . net/BB/| apanese-help.tar.qgz

www/help

. Tr]
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Big Brother - extensions ,
2000.12.19 Copyright 2000, eAccess Itd, Shigeki YAHAGI £ (’4 {'{:ESS‘

1 E-?I.. December 2000 Grond Cube Oiaka

S

ﬁ T10

Internet Week
74

http://ww. deadcat . net/ BB/ bb-hist-2.5.tar.gz

/ cgi - bi n/ bb-hi st. sh

MRTG
bb- hi st . pl /cgi-bin
bb- hi st. sh

eA ccess

Copyright 2000, eAccess ltd, Shigeki YAHAGI
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-‘% ™ [ BBTray - )
Sl 22 Big Brother

Big Brother Display Server

http://ww. deadcat.net/ BB/ BBtray-0.5-1.zip

Windows9x/NT/2000
BB Popup Window
Window

BB IP

tkBB(Tk-Perl )

sl ol %
2000.12.19 Copyright 2000, eAccess Itd, Shigeki YAHAGI eA {. {;E,&,&
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"% T10 76
BBTray -

Green Window
- this is normal status

Yellow Window

wellow : Big Brother « Sistus @ Sun Mov & 16:48-57 JST 2000 - this is Warning status.

Red Window
- this is critical status!!

2000.12.19
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UCD-SNMP(Net-SNMP)
snmptrapd

(il ol A
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UCD-SNMP(Net-SNMP) Package .

http://sourceforge. net/projects/net-snnp
OLD SITE = http://ucd-snnp. ucdavi s. edu/
Unix SNMP Package

snmpd, snmptrapd, snmpbulkwalk, snmpget, snmpset, snmptest,
snmpusm, snmpcheck, snmpgetnext, snmpstatus, snmptranslate,
snmpwalk, snmpdelta, snmpnetstat, snmptable, snmptrap

(il ol &
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ﬁ T10: 79

UCD-SNMP snmptrapd ,

SNMP trap event daemon
trap event
Trap
Trap event
Trap

Snmptrapd.conf
traphandl e <O D> <action> <paraneters...>
traphandl e default <action> <paranmeters...>

] - g
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snmptrapd.conf »

# SNWP Trap : Cold Start

traphandle .1.3.6.1.6.3.1.1.5.1 /usr/bin/mil -s "coldStart Trap"
adm n@oo0. co.jp

# SNWP Trap : Warm Start

traphandle .1.3.6.1.6.3.1.1.5.2 /usr/bin/nmail -s "warnBtart Trap"
adm n@o0. co.jp

# SNWP Trap : Link Down

traphandle .1.3.6.1.6.3.1.1.5.3 /usr/bin/mail -s "linkDown Trap"
adm n@oo0.co.jp

# SNWP Trap : Link Up

traphandle .1.3.6.1.6.3.1.1.5.4 /usr/bin/mail -s "linkUp Trap"
adm n@o0. co.jp

# SNWP Trap : Authentication Failure

traphandle .1.3.6.1.6.3.1.1.5.5 /usr/bin/mail -s "authFail Trap"
adm n@oo0. co.jp

# SNWP Trap : O her

traphandl e default /usr/bin/mil -s "Other Traps" yahagi @ oo.co. jp

o Tr]
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. i snmptrapd -
cisco snmp config »

access-list 30 permt 192.168.100.1

snnp- server contact admi n@ oo. co. jp

snnp- server | ocation YOKOHAMA-| V@9

snnp- server comunity himtsu RO 30

snnp- server enable traps config

snnp- server host 192.168.100.1 NAISHOtty config envnon snnp

] - g
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snmptrapd - »

From |og-adm n <root @ og. foo.co.jp>

To: admin@oo.co.jp

Date: Mon, 1 Nov 1999 22:01:49 +0900 (JST)
Subj ect: |inkDown Trap

nspi xp2-gw. foo. co.jp

192. 168. 244. 21

system sysUpTi ne 24:10:03:09. 12

.iso.org. dod. internet.snmpV2. snnpMdul es. snnpM B. snnmpM BObj ect s. snnpTrap. snm

pTrapO D .iso.org.dod.internet.snnpV2. snmpMdul es. snnpM B. snnmpM BCbj ect s. snm
pTraps. | i nkDown

interfaces.ifTable. ifEntry.iflndex.1 1

interfaces.ifTable. ifEntry.ifDescr.1 "Fddi 1/0/0"

interfaces. ifTable. ifEntry.ifType.1l Fddi

enterprises.9.2.2.1.1.20.6 "adnmi nistratively down"

.iso.org. dod.internet.snnpV2. snnpMdul es. snnpM B. snnmpM BCbj ect s. snnpTrap. snm
pTrapEnterprise enterprises.9.1.48

o Tr]
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MRTG
(Multi Router Traffic Grapher)

(il ol A
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MRTG (Multi Router Traffic Grapher)

19.8 A Jiindig i

Lg.g H

Bits par Sscond

BB

12 44 16 1@ WM 2@ ¢ 4+ b B OID IZ L+ L6 LB 8

Seafelt

r Tue 2005550 e led o045 AL
G.0 Mz s
PR (T T U T s TR T | (R
PR 7L e ﬁl‘wh\‘!‘i‘rﬁ g2y
20 e } . |
o = il "]
b b'r i R L

ol o3 o3 o7 0p 11 13 17 IF 1F A 2F ol & 0F O

srodazed by seafeld
(il o
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seafelt ,
URL: http://seafelt.unicity.com au/
MRTG
RDB
seafelt health bar
Interface Reset
System Reboot/Downtime
mySQL, gd, libpng, python,, libz, ucd-snmp, POSIX messag
2000.12.19 Copyright 2000, eAccess Itd, Shigeki YAHAGI eA {-I{:ESS
—

1B8-21, December 2000 Grond Cube Diaka
= T10:

Internet Week

86

MRTG

http://ee-staff.ethz.ch/~oetiker/webtools/mrtg/mrtg.html
http://www.ceres.dti.ne.jp/~riocat/webtools/mrtg/

( )
MRTG : Multi Router Traffic Grapher

Bitx par Secord

2000.12.19
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MRTG F

Unix WindowsNT
SNMP SNMP Package
WEB
index
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MRTG -1,

v 29
Daemon RunAsDaemon: , Interval:
MRTG Perl Process Daemon Perl
Fork Interval:
. Forks:
Unix
Target[ ]
Interface
MAC address
Description

Interface Name

Interface Type
(il ul
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MRTG -2,

v29 ( )

RRDTools LogFormat: rrdtool
log RRDTool
log
14all.cqi on the fly ( )
10

] - g
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MRTG - cfgmaker - 1,

mrtg
cfgmaker { <option> } <comunity>@«tar get >
<communi ty> : snnmp community string
<target> . target address or hostnane
$ cfgmaker himtsu@x-gw.foo.co.jp > ix-gwcfg

community target
iflnOctets/ ifQutQOctets

syscontact/| ocati on

WorkDir:

o Tr]
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MRTG — cfgmaker - 2,

v2.9  —Href option Target
--ifref =nr ... interface references by Interface Nunber (default)
--ifref=ip ... by Ip Addres
--ifref =eth ... by Ethernet Nunber
--ifref =descr ... by Interface Description
--ifref=nanme ... by Interface Nane
--ifref=type ... by Interface Type

] - g
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MRTG - cfgmaker

Add a WorkDir: /some/path line to this file

H*

Contact: adm n@ oo.co.jp
System Nane: i x-gw foo.co.jp
Location: PA, CA US

HHIFHHD

Target[ix-fddi .foo.co.jp]: 1:himtsu@92.168.98.133
MaxByt es[ i x-fddi . foo.co.jp]: 12500000

Title[ix-fddi.foo.co.jp]: ix-gw.foo.co.jp (ix-fddi .foo.co.jp): Fddi1l/0/0

PageTop[i x-fddi.foo.co.jp]: <Hl>Traffic Analysis for Fddi 1/0/0

</ H1>

<TABLE>
<TR><TD>Syst em </ TD><TD> x-gw. f0o.co. jp in Otemachi 5F</ TD></TR>
<TR><TD>Mai nt ai ner: </ TD><TD></ TD></ TR>
<TR><TD>| nt er f ace: </ TD><TD>Fddi 1/ 0 (1) </ TD></ TR>
<TR><TD>| P: </ TD><TD>i x- f ddi. foo. co. jp (172.16.0.2)</TD></ TR>
<TR><TD>Max Speed: </ TD>

<TD>12.5 MBytes/s (fddi)</TD></ TR>
</ TABLE>

o Tr]
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MRTG 2

cron
(default : 5 )
# crontab -I
0-59/5 * * * [usr/local /sbin/nrtg /usr/local/etc/ix-foo.cfg
#
RunAsDaemon

RunAsDaenon: Yes
Interval :5

$nmtg --user=nrtg_user --group=nrtg group nrtg.cfg

config Target

] - g
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MRTG - Target »

Keyword: Target -

Target[gwl-3]: 3:himtsu@wl.foo.co.jp
Target[gwl-err-3]:

iflnErrors.3& fQutErrors. 3: himtsu@wl.foo.co.jp
Target[gwl-if-1]: -/10.0.0.101: himtsu@wl.foo.co.jp
Tar get [ gwl- pi ngl oss]: “/usr/local/bin/check_|l oss.sh gwl’

SNMP

o Tr]
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ﬁ T10:
MRTG - Target :SNMP 1,

SNMP
Target [ <target nanme>]:
<target ki nd>: <conmunity>@address>

<target nane> :
<t arget ki nd>
<communi ty>
comunity string
<addr ess>

] - g
2000.12.19 Copyright 2000, eAccess Itd, Shigeki YAHAGI e/-i {.- {.- E,&&

e — RS —————————————————B=————=.=_=_.—.,
1B-21, December 2000 Grond Cube Osaka Internet Week
S 96

ﬁ T10:
MRTG - Target :SNMP 2,

SNMP
Port (iflndex )
SNMP OID / SNMP MIB symbol
Interface Address

MAC address
Description
Interface Name

o Tr]
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MRTG - Target :SNMP 3 ,

Port (ifindex )

SNMP Client Port (iflndex)
iflnOctets ifQutCctets

1 Target[gwl-3]: 3:himtsu@wl.foo.co.jp

gw1l.foo.co.jp ifindex=3 Interface

iflnCctets/ifQutQOctets

2 Target[gwl-3]: -3:himtsu@wl. foo.co.jp
1 1In/Cut

] - g
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ﬁ T10:
MRTG - Target :SNMP 4 ,

SNMP OID / SNMP MIB symbol
SNMP OID(Object ID) MIB symbol
ng

3 Target[gwl-err-3]:
iflnErrors.3& fQutErrors.3:himtsu@wl.foo.co.jp

gw1l.foo.co.jp iflndex=3 Interface
iflnErrors/ifQutErrors

4 Target[gwl-err-3]: 1.3.6.1.2.1.2.2.1.14.3&
1.3.6.1.2.1.2.2.1.20.3:himtsu@wl. foo.co.jp

OID

o Tr]
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SNMP OID/MIB Symbols ,

[interfaces.ifTable.ifEntry] group

1.3.6.1.2.1.2.2.1.1 : iflndex
1.3.6.1.2.1.2.2.1.2 : ifDescr
1.3.6.1.2.1.2.2.1.3 : ifType
1.3.6.1.2.1.2.2.1.7 : ifAdm nStatus
1.3.6.1.2.1.2.2.1.8 : ifQOperStatus
1.3.6.1.2.1.2.2.1.10 : ifInCctets
1.3.6.1.2.1.2.2.1.16 : ifQutCctets
1.3.6.1.2.1.2.2.1.11 : iflnUcastPkts
1.3.6.1.2.1.2.2.1.17 : ifQutUcast Pkts
1.3.6.1.2.1.2.2.1.13 : iflnD scards
1.3.6.1.2.1.2.2.1.19 : ifQutDiscards
1.3.6.1.2.1.2.2.1.14 : iflnErrors
1.3.6.1.2.1.2.2.1.20 : IfQutErrors

] - g
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MRTG - Target 'SNMP 5 »

Interface Address 1

Port (iflndex)
loopback tunnel Interface SNMP

- iflndex

numbered
iflnCctets ifQutOctets

o Tr]
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Interface Address 2
5 Target[gwl-if-1]:
/10.0.0.101: himtsu@wl. foo.co.|p

gwl.foo.co.jp 10.0.0. 101 Interface
iflnCctets/ifQutCctets

6 Target[gwl-if-1]:
-/10.0.0.101:himtsu@wl.foo.co.jp
5 1In/Qut

101

MRTG - Target :SNMP 6 ,

] - g
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MRTG - Target :SNMP 7

I nterface addres O DM B synbol

7 Target[gwl-if-1-disc]: iflnDiscards/10.0.0.101&
i fOQut Di scards/10.0.0.101: himitsu@wl. foo.co.jp

gwl.foo.co.jp 10.0.0.101 Interface
i f1nDi scards/ifQutDi scards

arget[gwl-if-1-disc]:
1.13/10.0.0.101&

2.2.
2.2.1.19/10.0.1.101: himtsu@wl. foo.co.jp

ww

[
1.2.1.
1.2.1.
oD

T
1.3.6.
1.3.6.

7

o Tr]
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MRTG - Target :SNMP 8 .

Interface Name

Interface Address IP Address switching
hub

Interface Interface

iflnCctets ifQutCctets

9
Target[swl-2-11]: #2/11:himtsu@wl.foo.co.jp
Target[sw 2-11]: -#2/11:himtsu@wl.foo.co.jp
Target [ sw 3-7] :
1.3.6.1.2.1.2.2.1.14#3/781.3.6.1.2.1.2.2.1. 20#3/ 7:hi m
tsu@wl. foo.co. jp

Target[sw 3-7]:
iflnErrors#3/7& fQut Errors#3/7: himtsu@wl.foo.co.jp

] - g
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MRTG - Target :SNMP 9 ,

Interface Description

Interface Address
MRTG

Interface
Description

ifInCctets ifQutCctets

9
Target[swl-2-11]: ¥to_webl: hi mtsu@wl. foo.co.jp
Target[sw 2-11]: -¥to_webl: himtsu@wl. foo.co. jp
Target[sw 3-7]:
1.3.6.1.2.1.2.2.1. 14¥0_web1&1.3.6.1.2.1.2.2.1. 20¥t o_w
ebl:himtsu@wl.foo.co.jp

Target[sw 3-7]:
i fInErrors¥ o_webl& f Qut Errors¥t o_webl: himtsu@wl. f oo
.Co.jp

o Tr]
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MRTG -
Target ; »

Target[ <target nanme>]: "~ <conmand>"
<target nane>
<conmand>

“ N u,

i ncom ng bytes
out goi ng bytes
target uptine
tar get

(il ol A
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Internet W
S T10 106

MRTG

k]

SNMP

packet loss
ping
# ping - 0.02 -c 100 ftp.foo.co.jp
PING ftp. foo.co.jp (192.168.101.238): 56 data bytes

--- ftp.foo.co.jp ping statistics ---

100 packets transmitted, 95 packets received, 5% packet |oss
round-trip mn/avg/ max/ stddev = 0.161/0. 164/0.221/0. 006 ns

#

-i 0.02 : supervisor only option.
FeeBSD pi ng 20ms

(il ol &
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MRTG - check_loss.sh ,

pi ng packet | oss
100 packets transnmitted, 95 packets received, 5% packet |oss

# cat /usr/local/bin/check_loss. sh

#!/bin/sh

/sbin/ping -f -c 100 $1 | /usr/bin/sed 's/%/g | /usr/bin/awk ’
/ packet loss/ { printf("%d¥n%¥n", $7, $7)

echo 0 ; echo $*
# [ usr/local / bin/check_| 0oss2. sh ftp.foo.co.jp

H oo wum

usr/ | ocal / bi n/ check_|l oss.sh ftp.foo.co.jp

] - g
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MRTG - ping-loss.cfg ,»

# cat ping-loss.cfg
WorkDir: /usr/local/etc/ww nrtg/ping-loss

Target [ pi ngl oss-ftp]: “/usr/local/bin/check_|oss.sh ftp.foo.co.jp’
Title[pingloss-ftp]: ftp.foo.co.jp - pingloss

MaxByt es[ pi ngl oss-ftp]: 100

PageTop[ pi ngl oss-ftp]: <HL> ftp. foo.co.jp - pingloss </ HL>
YLegend[ pi ngl oss-ftp]: packet |oss(%

Short Legend[ pi ngl oss-ftp]: %

Legendl [ pi ngl oss-ftp]: &nbsp; | oss:

Legendd pi ngl oss-ftp]: &nbsp; | oss:

Legendl[ pi ngl oss-ftp]: packet |oss

Legend2[ pi ngl oss-ftp]: packet |oss

Legend3[ pi ngl oss-ftp]: Maxinal 5 M nute packet |oss
Legend4[ pi ngl oss-ftp]: Maxinal 5 M nute packet |oss

Opti ons[ pi ngl oss-ftp]: noinfo, growight, gauge, nopercent
#

o Tr]
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MRTG -,

20 22 0 2 4 6 8§ 10 12 14 16 18

HE g
20 22 0 2

2000.12.19
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Big Brother/MRTG/RRDTool
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2000.12.19

¥ T10:

BB-MRTG/RRDTool

System

Big Brother extension
larrd - RRDTools
bbmrtg.sh - MRTG

Copyright 2000, eAccess Itd, Shigeki YAHAGI

eA ccess

e _ _
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equipment traffic
polling monitor

MRTG

RRDTool

event
trap alram
notification

UCD log
SNMP mon BB
warning
notifier

2000.12.19
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113

RRDTool larrd ,

larrd: loadavg rrdtool -> latest v 0.41
http://larrd. packet pushers. conf
Big Brother Client

RRDTool

load average, Disk Usage,
TCP Connection Time, (Memory Usage, CPU idle,) ...

larrd

$BBHOME/etc/bbdef.sh

$BBEXT
(il ol A
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larrd - »

Vol e L i o e by

eA ccess
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115

bbmrtg.sh ,

MRTG Plug-in

http://www.deadcat.net/BB/ext/bbmrtg.sh
MRTG MRTG log
BB
MRTG Plug-in  MRTG
log

Copyright 2000, eAccess Itd, Shigeki YAHAGI e’4 {'{:ESIS‘
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bbmrtg.sh ,

Big brothar
- B @

iR BB chE - S
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- bbmrtg.sh ,
bbmrtg.sh
Plug-in

BBVRTGOFG=" ¥

# MRTG devi ce BB Host svc  Yellow Red Max  Unit

waww. macl awr an. ca www. | ogi n.sh  nrtg 24000 32000 64000 Bytes/s In Qut

waww. macl awr an. ca www. | ogi n.sh  nrtg 750: 24000 500: 32000 64000 Bytes/s In Qut

wawv, macl awran. ca  wwwv. | ogi n.sh mrtg 750: 24000: 700: 24500 500: 32000: 550: 32500 64000 Bytes/s In Qut

waww. macl awr an. ca  www. | ogi n.sh nmrtg 50% 75% 64000 Bytes/s In Qut

2000.12.19
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NTP

Timezone
UTC or JST-9
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TIPS - 4
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TIPS - F

Switch Auto Negotiation

no error no error

duplex  full <-> half

(il ol A
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TIPS - ping 1.

ping check
/ flood ping
DoS Attack
#
2ndary Address ping (cisco)?

cisco primary address

(il ol &
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TIPS - ping 2,

ATM Megalink
paket size=1500byte, count=1000 Interval=40ms

duplex

(il ol A
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TIPS — traceroute 1,

traceroute

traceroute RTT
Router ICMP

looking glass/traceroute site
http://ww.traceroute. org/
http://nitrous.digex.net/
http://neptune.dti.ad.jp/
http://ww. geekt ool s. conltraceroute. htn

(il ol &
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- traceroute 2,

: VisualRoute

http://ww. visual route. com

shareware

(il ol A
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.htaccess

Proxy
htaccess proxy open

ACL no-cache
http port (http port !'= 80

(il ol &
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TIPS - 2,

NMS

(il ol A
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TIPS - SNMP  1: s

SNMP
SNMP

SNMP

Default community
Read only community != public
Write community != “private”

'w rwa

(il ol &
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TIPS - SNMP  2: 8

SNMP
WWW server

SNMP package

libwrap link hosts.allow/hosts.deny
Cisco

SNMP access-list

Private address block

Internet

(' :Switching Hub, ..

] - g
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g TIPS - SNMP 3.
Interface »

ifinOctets/ifOutOctes 32bit
5 114Mbps

MRTG 2.9 SNMPv  64bit counter MIB

o Tr]
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TIPS - SNMP 4. ifindex »

ifindex interface

Copyright 2000, eAccess Itd, Shigeki YAHAGI e/-i L'L.ESS
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@B H BB

TIPS - SNMP 5
UCD-SNMP vV 412),

snnpwal k 10.0.0.1 himtsu 1
snnpwal k 10.0.0.1 himtsu 2
snnpwal k 10.0.0.1 himtsu ifDescr
snnpwal k 10.0.0.1 himtsu ifType

snnptranslate -1R iflnDi scards

anb

snnptranslate -Tdp -1 R iflnDi scards
ab M B Tree

snnptranslate -Tp 2

Interface(2) MB M B Tree

snnmptransliate -On .1.3.6.1.2.1.2.2.1.1
aD MB Synbol

snnptranslate -On -Tda .1.3.6.1.2.1.2.2.1.1

Copyright 2000, eAccess ltd, Shigeki YAHAGI 64 L'{-.ESS
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TIPS - MRTG 1,

In/Out

iflnOctets/ifOutOctets Octet
bps bit
Options[hoge] bits Maxbytes[hoge]

IP address/MAC address/Comment Target

] - g
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TIPS - MRTG 2,

Cron

MRTG

/etc/aliases
~ /.forward

Config Error
No Response
Lockfile found

o Tr]
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Internet W

135

TIPS - MRTG 3,

From root@nmtgl. eaccess. ne.jp (Cron Daenpn)
To: mrtg@nmtgl. eaccess.ne.jp
Date: Fri, 13 Oct 2000 02:03:16 +0900 (JST)

Subj ect: Cron <nrtg@mrtgl> /usr/local/nrtg/nrtg
/usr/local/ nrtg/conf/nrtg. cfg

ERROR: | guess another nrtg is running.

A lockfile (/usr/local/nrtg/conf/ nrtg.cfg_|) aged 303 seconds is

hangi ng around.

If you are sure that no other nmrtg is running you can renove the

eA ccess

| ockfile

Copyright 2000, eAccess Itd, Shigeki YAHAGI
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Internet W
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TIPS - MRTG 4,

5 SNMP health check

MRTG /dev/null

no response
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TIPS - MRTG : 1,

Forks: Query
05 1,6 2,7
38 49
default 32k

4.1 1024byte, Solaris2.6 4096byte, ...

i-node

] - g
2000.12.19 Copyright 2000, eAccess Itd, Shigeki YAHAGI e/-i {.- {.- E,&&

e
1B-21, December 2000 Grond Cube Osaka Internet Week
= 110 138

TIPS - MRTG ; 2,

Softupdate + async mode

config
directory[]: config

directory workdir
target

RunAsDaemon !

“LogFormat: rrdtool” + 14all.cgi !

o Tr]
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e .

g " TIPS - MRTG
»

loadavg ?, Proc idle ??

loadavg
proc idle=0
loadavg
P3 650MHz, 768M Mem SCSI2 loadavg=100

(il ol A
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TIPS - Free Software »

http://ww. freashneat . net/

linux plathome 0S

(il ol &
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TIPS - freashmeat TopPage ,
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Y O Souroe B-oommeroe =

" | ) s |

il | o ek | ' paa |

309 s [ e |esess  wmmemry |
GNU Parted 1.2.13
Wy il Sl O Hrrbi DS T

Gvbon 0.2
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s 3 sy Frrdsed Por vhox e Ll o mLsery macks, 11 =
] b
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TIPS — freshmeat »

MRTG

“ MRTG

!
MRTG Console/Monitoring advanced
search option category “Console/Monitoring”

!
mrtg* seafelt seafelt

!
home page hit 2890

Home Page
!

(il ol &
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TIPS - freshmeat

home page hit

3000
1500
1000
apache 15120 ! Big Brother 25180 !!, MRTG 43100 !!!
ML
ML
MRTG, Big Brother ML thread

home page
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Big Brother/MRTG
Demo Config ( )
12/19 - 12/28

URL:

http://demo.iw2000.eaccess.net:2000/
http://demo.iw2000.eaccess.net:2000/bb/
http://demo.iw2000.eaccess.net:2000/mrta/

up
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NetSaint
RRDTools FrontEnds

(il ol &
2000.12.19 Copyright 2000, eAccess Itd, Shigeki YAHAGI eA {- {.- E,&&




= _
1E-21, December 2000 Grond Cube Osako
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NetSain:cJ

http://ww. netsaint. org/

WEB Base version 0.0.6
Web Base

ICMP/TCP

ping, smtp, http, pop3,dns,ftp.telnet,...

Plugin
MRTG plugin
remote server management plugin

(il W
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— RRDTools+Frontends

http://ee-staff.ethz.ch/ ~oetiker/webtools/rrdtool/
RRDTools :Round Robin Database Tools

MRTG Tobi Oetiker MRTG
MRTG

RRDTools MRTG WEB
FrontEnd Program
MRTG/Big Brother FrontEnd
Remstat, ORCA, Cricket, NRG, ...

(il ol A
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RRDTools - 1,

Jabba tape usage (backup Filesysben)

=TT -+-_'°°'-v'g—“‘ )
0437 JandB FAarSE olSE Oct33 den®3 Fpess

HEeeH HE Hien B ELEn OE BEweRr Orso
MEEE OB BIET BIH W11 WIsc W isc-Hae M TIE

Hin TIKz B.288 1153 B, 7ET 1503 8.323 [TBptel
Hau TIKa 1.683 IIS 1.128  T8C: B.533 [THute]
Aug TIK: B.975 (R EH B.HEY (1 B.458 [TButs]
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= 110 160

UNIX MAGAZINE
Unix Communication Notes 1998.3
1997.12

OpPEN DEsicN N0.10

Software Design 1999.9

traf show, MRTG ntop

Software Design 2000.7-10
FreeBSD — SNMP
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Internet Week

161

2,

NS T10:

SNWP

"Snnp, Snnpv2, Snnpv3, and Rmon 1 and 2" --
Wlliam Stallings; 3rd edition (January 1999)
Addi son-Wesl ey Pub Co; | SBN: 0201485346 ;

"Practical Guide to SNMPv3 and Network

Managenent, A" -- David Zeltsernman, Dave
Zeltserman; (May 4, 1999) Prentice Hall; |SBN:
0130214531

SNVP - -
Wlliam Stallings Addi son- Wesl ey

Publ i chi ng Conpany; | SBN-7952-9651-0
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“Yet Another network command/tool/system”

http://ww. janog.ar.jp/neetinal/janog6/pdf/commuand/janog6_kosaka. pdf

JANOGS6 in 2000/6/16

“Building Network Monitoring Systems with RRDtool”

Tobias Oetiker, CAIDA
http://ww. nanog. ora/nt g-9910/t obi . htm

NANOG17 in Montreal 1999/10/4

“Using Remstats for Network and Server Monitoring”

Thomas Erskine, Communications Research Centre
http://ww. nanog. org/ ntg-9910/ erskine. htnd

NANOG17 in Montreal 1999/10/4
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Comuni cation Traffic Project
http://ww. mm ab. tnl.ntt.co.jp/

Di stributed Benchmark System

http://shika.aist-nara.ac.|p/nmenber/yvuki o-
nm dbs/i ndex-j . htmnl
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'ﬁ T10: 164

Network Management ,

http://wwsnnmp. cs. ut went e. nl / Docs/ sof t wa
r e/ pubdonmi n. ht n

http://netman. cit. buffal 0. edu/i ndex. ht n

http://ww. nenot 0. ecei .t ohoku. ac.jp/~nit
ou/ snnpdocs/tutoriall. ht n

(il ol &
2000.12.19 Copyright 2000, eAccess Itd, Shigeki YAHAGI eA {- {.-E,&,&

82



"18-21, December 2000 Grand Cube Osoke
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URL

Angel Network Monitor

http://ibm2. MPA-Garchi ng. MPG DE/ angel /
Bi g Brot her
http://bb4. com
Ext ensi ons Archive: http://ww.deadcat.net/

Expect
http://expect.nist.gov/
f pi ng
http://ww. stanford. edu/ ~schener s/ docs/f pi ng/ f pi ng.
htm
| PTr af
http://cebu. nbzcom comriker/iptraf/index. htm
| ogsurfer

http://ww cert.dfn. de/eng/l ogsurf/
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URL .,

MRTG
http://ee-staff.ethz. ch/ ~oetiker/webtool s/nrtg/
non
http://ww kernel . or g/ sof t war e/ non
NeTr aMet
http: //wawv. auckl and. ac. nz/ net / Account i ng/ nt m Rel ease. note. ht mi
MIR
http://ww.bitw zard.nl/ntr/
Net Sai nt
http://ww. netsaint.org/
nocol /mul ti pi ng
http://ww. netpl ex-tech. conf sof t war e/ nocol
nt op
http://ww-serra.unipi.it/~ntop/
NTTCP
http://ww. informatik.tu-mienchen. de/ ~bartel/nttcp/
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"% T10: 17
URL

RRDTool
http://ee-staff.ethz.ch/~oetiker/webt ool s/rrdtool/
Frontend - CRI CKET

http://cricket.sourceforge. net/
Frontend - NRG

http://ee-
staff.ethz.ch/~oetiker/webtools/rrdtool/frontends/nrg. htm

Frontend - ORCA

http://wwmv gps. caltech. edu/~blair/
Frontend - Renstats

http://renstats.crc.cal renstats/rel ease/

Scotty

http://wwhone. cs. utwente. nl/~schoenw scotty/
seafel t

http://seafelt.unicity.comau/
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URL

shepherd

http://atrey. karlin.nff.cuni.cz/~clock/shepherd/
si ng

http://sourceforge. net/projects/sing
SPONG

http://spong. sourcef orge. net/

ssh
http://ww.ssh. coni about/conpany/i ndex. ht m
st at scout
http://ww. statscout.com
SWATCH
http://ww engr. ucsb. edu/ ~et a/ swat ch/
sysl og- ng
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Treno
http://ww. psc. edu/ ~pscnoc/treno. ht n

Experimental TCP | nplenentations
http://ww. psc. edu/ networki ng/tcp. htm

UCD- SNVP

http://net-snnp. sourceforge. net/
vi sual route

http://wmv visual route. com

Copyright 2000, eAccess Itd, Shigeki YAHAGI
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General network managenent portal
http://netman.cit.buffal o. edu/index. ht ni

“The Sinple Tinmes”
http://ww.sinple-tines.org/
SNVP FAQ
http://wwv. cis. ohio-

stat e. edu/ hypertext/fag/usenet/snnp-faqg/partl/faqg. htnl
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‘ﬁ T10: e
URL

Sanpl e Cisco device security configs
http://wwv. ci sco. comf war p/ public/700/tech_confiags
.htm #SECURI TY

Ci sco device SNWMP configuration tips
http://wwv. ci sco. com war p/ public/490/index. shtm
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"f‘ T10: 172

Free software link ,

Fresh Meat — Free Software | ndex
http://ww. freshneat. net/

SQURCE FORGE
http://sourceforge. net/

Sol ari s Freeware Project
http://sunsite.sut.ac.jp/sun/sol bin/
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| ETF http://ww.ietf.orgl/
NANOG http://ww. nanog. ora/
JANOG http://wwvjanog.ar.jp/
CAIDA http://ww. cai da.org/ Tool s/
http://ww. cai da. org/ Tool s/
cfl owd, RRDTool, .etc
LBNL's Network Research G oup
http://ee.lbl.qgov/
tcpdump, |ibpcap, arpwatch, traceroute, pathchar
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