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1. Introduction
1.1. Overview
JPNIC JPNIC
JPNIC
JPNIC JPNIC
JPNIC CPS Certification Practice
Statement CPS CPS
JPNIC CPS JPNIC
CPS IETF RFC36471 CPS
CP Certificate Policies
1.2. Document Name and Identification
CPS 2 1-1
1-1
CPS JPNIC CPS
CPS JPNIC Primary Root Certification
Authority CPS
1.2.392.00200175.2.0
1.3. PKI Participants

1-2

1 RFC3647, “Certificate Policy and Certification Practices Statement Framework”

2 ISO ITU-T
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1.4.

1.4.1.

CPS

1.5.

1.5.1.

at @

1.5.2.

CPS

1.5.3.

CPS
CPS

1.5.4.

JPNIC

Certificate Usage

CPS Policy Administration

ca-query at nic.ad.jp

JPNIC

JPNIC

CPS
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2. Publication and Repository Responsibilities

2.1.

e CRL
e CPS

URL

http://jpnic-ca.nic.ad.jp/

https
URL

http://serv.nic.ad.jp/capub/fingerprint.ntml

2.2.
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2.3.
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e CPS

e ARL Authority Revocation List

2.4.

JPNIC

JPNIC

CPS
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3. Identification and Authentication (1&A)
3.1 Naming
3.1.1.
X.500
3.1.2.
3.2. Initial Identity Validation
3.2.1.
3.2.2. private key

PKCS#10 Public-Key Cryptography Standards #10

3.3. I&A for Re-key Requests

3.3.1.

CPS 3.2
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3.3.2.

CPS 3.2

3.4. I&A for Revocation Requests
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4.
Certificate Life-Cycle Operational Requirements

4.1. Certificate Application
4.1.1.
4.1.2.

o CPS

e CSR Certification Signing Request

. CPS

[ ]
4.2. Certificate Application Processing
4.2.1.

CPS 3.2.

4.2.2.



4.3.

4.3.1.

4.4,

4.4.1.

4.4.2.

4.5.

4.5.1.

JPNIC CPS

Certificate Issuance

CSR CPS 7.1.

Certificate Acceptance

CPS 2
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4.5.2.

. CPS

.
4.6. Certificate Renewal

CPS 4.7.

4.7. Certificate Re-key
4.7.1.

CPS 4.1.1.
4.8. Certificate Modification
4.8.1.

.
4.9. Certificate Revocation and Suspension
4.9.1.
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. JPNIC

4.9.3.

494,

4.9.5.

ARL
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4.9.6.

4.9.7.

OCSP

4.9.8.

4.9.9.

4.9.10.

ARL

CPS 2.4.

CPS

Certificate Status Services

12
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5.1.

5.1.1.

5.1.2.

5.1.3.

5.1.4.

5.1.5.

Controls
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Facility, Management, and Operational

Physical Security Controls

13



JPNIC

5.1.6.

5.1.7.

5.2.

5.2.1.

JPNIC

5-1

CPS

Procedural Controls

5-1
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5.3.

5.4. Personnel Controls

5.4.1.

JPNIC

5.5. Audit Logging Procedure

5.5.1.

e ARL

5.5.2.

5.6. Records Archival

5.6.1.

CPS 5.5.1.
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5.7. Compromise and Disaster Recovery

5.7.1.

5.7.2.

JPNIC
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5.7.3.

CPS 4.9.
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0. Technical Security Controls

6.1. Key Pair Generation and Installation

6.1.1.

6.1.2.

JPNIC

6.1.3.

JPNIC CPS 321

6.1.4.

6.1.5.

2048 RSA

6.1.6.
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RNG

6.1.7.

CRL
keyUsage  keyCertSign cRLSign

6.2. Private Key Protection
and Cryptographic Module Engineering Controls

6.2.1.

6.2.2.

6.2.3.

JPNIC

6.2.4.

6.3. Other Aspects of Key Pair Management
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6.3.1.

6.4.

6.4.1.

6.4.2.

6.4.3.

6.5.

6.5.1.

6.5.2.

CPS
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Activation Data

PIN

PIN

JPNIC

Computer Security Controls

JPNIC
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7. Certificate, ARL Profiles
7.1. Certificate Profile
X.509 3
7-1
7.1.1.
X.509 3
7.1.2.

7.1.2.1. authorityKeyldentifier

keyldentifier 160bit SHA-1
non-criticalP

7.1.2.2. subjectKeyldentifier

160bit SHA-1
non-critical

7.1.2.3. keyUsage

keyCertSign  cRLSign
critical

7.1.2.4. certificatePolicies

certificatePolicies policyldentifier
CPS 7.1.6. OID  policyQualifiers CPS 7.1.8.

3 non-critical -
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non-critical

certificatePolicies

7.1.2.5. cRLDistributionPoints

cRL DistributionPoints
distributionPoint CRL URL
non-critical

7.1.3. OID
OID

o shalwithRSAEncryption 1.2.840.113549.1.1.5
e rsaEncryption 1.2.840.113549.1.1.1

7.1.4.

CPS 3.1.1.

7.1.5.

namecConstraints

7.1.6. OID

CPS 1.2.
0]1D)

7.1.7.

policyConstraints

7.1.8.

CPS URI

23
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7.1.9. certificatePolicies
certificatePolicies non-critical
7-1 JPNIC
. critical S
Field flag
version NA 2 2
serialNumber NA non-negative integer non-negative integer
signature NA
algorithm shalwithRSAEncryption shalwithRSAENncryption
parameters null null
issuer NA
PrintableString PrintableString
validity NA
notBefore UTCTime UTCTime
notAfter UTCTime UTCTime
notBefore 10 notBefore 20
subject NA
PrintableString " PrintableString
subjectPublicKeylnfo NA
algorithm rsaEncryption rsaEncryption
parameters null null
subjectPublicKey JPNIC JPNIC
BIT STRING
authorityKeyldentifier n
keyldentifier JPNIC JPNIC
authorityCertlssuer
authorityCertSerialNumber
subjectKeyldentifier n JPNIC JPNIC
keyUsage c
keyCertSign keyCertSign
cRLSign CcRLSign
certificatePolicies n
policyldentifier CP OID
policyQualifiers
policyQualifierld CPSUri
qualifier CP/CPS URL
basicConstraints (o
cA TRUE TRUE
cRLDistributionPoints n
DistributionPoint
distributionPoint CRL URI
reasons
cRLIssuer
1 JPNIC

2 C=JP, O=Japan Network Information Center, OU=JPNIC Primary Root
Certification Authority S1

24
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7.2. ARL Profile

ARL Authority Revocation List
CRL 2 CRL 7-2
7.2.1.

ARL X.509 2CRL

7.2.2. CRL CRL

2 CRL CRL

7.2.2.1. cRLNumber

7.2.2.2. authorityKeyldentifier

keyldentifier 160bit SHA-1
non-critical

25
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X.509
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1 C=JP, O=Japan Network Information Center, OU=JPNIC Primary Root

CPS
7-2 JPNIC ARL
Field critical
flag
version NA 1
signature NA
algorithm shalwithRSAEncryption
parameters null
issuer NA
PrintableString ™
thisUpdate NA UTCTime
nextUpdate NA UTCTime
thisUpdate 1
revokedCertificates NA
revokedCertificate
userCertificate
revocationDate UTCTime
crlEntryExtensions
crlExtensions NA
CcRLNumber n non-negative integer
authorityKeyldentifier n JPNIC

160bit

Certification Authority S1

26
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Comliance Audit and Other Assessment
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9. Other Business and Legal Matters
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